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Why the Portal?



What we tested



Potential Sources of Data



Apps



Hardware



Hidden USB



Bluetooth Connection



Analysis of the Paired iOS Mobile Phone



The Portal Companion App

\private\var\mobile\Containers\Data\Application\



\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814



\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814



\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814



• Contains date of application download

• File for Facebook User listing whether 
they are an employee or not

\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814



Great for linking other actions to the Portal Mini.



Portal Mini Easter eggs can be found in Snapshots.

\private\var\mobile\Containers\Data\Application\<App GUID>\Library\Caches\Snapshots



Analysis of the Paired Android Mobile Phone



Package names

com.facebook.orca

com.whatsapp com.instagram.android

com.facebook.katana



com.facebook.bishop



data\data\com.facebook.orca\databases\threads_db2

ALEAPP by Alexis Brignoni - https://github.com/abrignoni/ALEAPP



data\data\com.whatsapp\databases\msgstore.db
data\data\com.whatsapp\databases\wa.db



data\data\com.whatsapp\databases\web_sessions.db-wal



data\data\com.facebook.orca\databases\threads_db2



Unfurl

Unfurl by Ryan Benson - https://github.com/obsidianforensics/unfurl



Unfurl

Unfurl by Ryan Benson - https://github.com/obsidianforensics/unfurl



Unfurl

Unfurl by Ryan Benson - https://github.com/obsidianforensics/unfurl





Analysis of Self-Archives

Bountiful in 
Portal Mini 

Artifacts

Less 
Bountiful, 
Still Useful



Lists other accounts user 
has linked to Facebook.
Includes linked time.
Could indicate other 
data may be present on 
Portal Mini.



Linking activities with 
these in a Timeline 
view could provide 
information on acting 
device.



Off-Facebook activities indicate 
browser activity on the Portal Mini.
Includes site name, time, and 
general descriptor for activity 
performed.



Apps installed on Portal Mini which the user has to login to for interaction.



Only stores “Hey Portal” commands… No “Alexa” commands.

Only includes commands recorded with Mic turned ON; none identified 
for when Mic was intentionally left OFF.



Even when you aren’t 
friends with someone, you 
can chat via a room by 
sending a link to join. 

All room participants and 
times are recorded.



Portal Mini Easter eggs can be 
found in Facebook messages.



Text & Drawings 
are stored 
locally on the 
Portal Mini.

Pictures & 
Videos are NOT 
stored locally.





No Mic OFF commands recorded, but plenty of additional 
unintentional phrases recorded!

“Hey Portal” commands are 
all recorded and 
transcribed.



Metadata for each album displayed on Portal.



All photos displayed on the Portal are stored; includes 
Facebook albums, Portal Notes, and Portal companion 
app pictures. 



Data browsed and 
shared on the Portal is 
stored as a Facebook 
post; no indication of 
Portal relation.

Can link with Off-
Facebook activity.

Not persistent through 
post deletion.



Instagram records every login; includes specs for Portal Mini.



Analysis of Cloud Data



All kinds of 
Easter eggs 
present in 
Facebook data.



Confirmation message showing evidence of account linkage.



Google Takeout only shows App Install



404: Data Not Found ☹

All data which should be stored locally.

Browsing 
History

Notes

Alarms/Reminders



Activities performed during calls

404: Data Not Found ☹

Calls performed to WhatsApp contacts
Calls performed in the Portal companion 
app



Scripts

Check out Sarah’s GitHub:

https://github.com/haysar702



Further Research

Communicate via USB/ADB

Recover data from chip 
•3rd party use at your own workplace



Questions?

• Nicole Odom @N0D0M1

• Jessica Hyde @B1N2H3X

• Sarah Hayes @haysar702


