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WHO
ARE
WE?

ERIC

⊙ Co-founder/CTO @ 
Recon InfoSec

⊙ SANS DFIR 
Instructor

⊙ Former USAF, 
TXANG, TX Dept. 
Public Safety

⊙ @eric_capuano

WHITNEY

⊙ Co-founder/Lead 
Architect @ Recon 
InfoSec

⊙ Formerly Booz 
Allen, Red Hat, 
SPAWAR

⊙ #HackerTracker
⊙ unicorns.lol
⊙ @shortxstack
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WHAT 
DO WE 

DO?

⊙ Managed Detection & Response

⊙ Incident Response

⊙ Network Defense Range Training

⊙ OpenSOC Blue Team CTF @ DEF CON

⊙ Retire to the nerdery with our 

calculators Par-tay
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IR IS 
HARD 

TO 
SCALE

1. Identify compromised systems

a. Without a SIEM? Good luck!

2. Acquire forensics images 

a. Many+ hours

3. Process forensic images 

a. Many+ hours *per* image

4. Analyze forensic data 

a. One! 

system! 

at! 

a! 

time!



WHAT 
ARE WE 
DOING 
TODAY? +

==

<magic>

⊙ IR at scale!
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WHAT
THIS
LOOKS
LIKE
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THE DFIR 
MAGIC
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⊙ Epic Endpoint Agent
○ Open Source

○ Scalable

○ Cross-platform (Win, Mac, Linux)

○ Extensible via VQL

⊙ Multi-purpose
○ Collect forensic artifacts

○ Monitor endpoints

○ Hunt w/ Yara scans

○ Quarantine endpoints

○ So much more...

VELOCIRAPTOR

SANS DFIRSummit - 2021https://www.velocidex.com/



TRIAGE 
ACQUISITIONS 

WITH 
VELOCIRAPTOR
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PLASO ⊙ Forensic processing 
powerhouse

○ “Super timeline all the things”

○ Processes various raw forensic 
artifacts into universal format 
timelines
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https://github.com/log2timeline/plaso



PLASO

★ Memory image artifacts
★ Evidence of Execution
★ File System Metadata

★ Registry Hives
★ Event Logs
★ & more...
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TIMESKETCH ⊙ Collaborative Timeline 
Analysis

○ Elasticsearch based

○ View many timelines simultaneously

○ Collaborate & annotate

○ Generate node diagrams

SANS DFIRSummit - 2021https://github.com/google/timesketch



TIMESKETCH
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TIMESKETCH
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BRINGING 
IT ALL 

TOGETHER
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THE OPS
MAGIC
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FOUR
COMPONENTS

⊙ Velociraptor artifact
⊙ watch-s3-to-timesketch.service
⊙ data-to-timesketch.service
⊙ watch-plaso-to-s3.service
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COMPONENT 
#1

SANS DFIRSummit - 2021



COMPONENT 
#1

I HOPE YOU MEMORIZED ALL THAT!

⊙ J/K LOL
⊙ This will all be on GitHub for 

$Free.99 <3
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Artifact.Custom.Server.Utils.KAPEtoS3

COMPONENT 
#1
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watch-s3-to-timesketch.service

COMPONENT 
#2
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data-to-timesketch.service

COMPONENT 
#3

SANS DFIRSummit - 2021



watch-plaso-to-s3.service

COMPONENT
#4
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WE
HAVE 
DATA!
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AS
PROMISED

THE GITHUBS

https://github.com/ReconInfoSec/velociraptor-to-timesketch
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https://github.com/ReconInfoSec/velociraptor-to-timesketch


* reconinfosec.com

* blog.reconinfosec.com

* opensoc.io

Eric Capuano, @eric_capuano
Whitney Champion, @shortxstack

THANK YOU


