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Whoami

• Live in Greece

• Work as a Digital Forensics Examiner

• PhD candindate in the area of IoT Forensics (UNIPI)

• Created/Maintain the DFIR research blog atropos4n6.com

• Nominee for the award of the “DFIR Article of the Year” category at the 

2021 Forensic 4:cast Awards (Post your votes at http://f4c.me/v21)
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Xiaomi

• One of the world’s biggest manufacturers (smartphones and IoT)

• Xiaomi’s devices are becoming more and more likely to appear in smart 

home investigations

• Is popular in Europe and is coming to the US as well

Source: https://www.bloomberg.com/news/articles/2021-05-

12/xiaomi-u-s-government-agree-to-drop-firm-from-blacklist
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Xiaomi IoT Statistics

Number of Xiaomi IoT connected devices worldwide from 2018-2020 (in millions) 

Source: https://www.statista.com/statistics/967485/worldwide-xiaomi-number-of-connected-devices/



Xiaomi IoT Ecosystem

• Xiaomi and third-party partners offer a variety of IoT solutions:

Air Treatment

Power Sockets 

& Switches
Smart Lighting

Cleaning

Gear

Household

Appliances

Health Care Cameras

Sensors

Personal 

Transport
Other
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Subset of this Research

Mi Motion Sensors

Mi Door and Window 

Sensors

Mi Wireless Switch

Mi Smart Electric 

Toothbrush T500

Mi Control Hub

Mi WiFi Smart Speaker

Mi LED Smart Bulbs

Mi Smart Power Plugs

Mi Home Security 

Camera 360 1080p

Mi Robot Vacuum 

Mop P

Mi Electric Scooter

*Products’ pictures retrieved from official Xiaomi websites: https://www.mi.com, https://www.mistore-greece.gr 

Mi Temperature and 

Humidity Sensors



Equipment and Setup 1/2

ZigBee

• Redmi Note 6 Pro

• Android 9

• MIUI 12.0.1.0

• Rooted with Magisk v22

• Mi Home app

• com.xiaomi.smarthome

• version 6.7.700

WiFiBLE

WiFi

Mi Account



Equipment and Setup 2/2

• Devices were assigned to the smart home

• They were managed using the smartphone

• They were used for ~2 months

• Different settings were chosen from time to time

Source: https://floorplanner.com
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Sources of Evidence Identification

• Smartphone Application

• Cloud  

• Device

• Local API (Applies only to the Xiaomi Mi Smart Speaker)

• Network Traffic



Evidence Extraction Method

• Smartphone Application

• Airplane Mode ON

• Application cache was not cleared 

• ADB commands to retrieve the data (Note: Smartphone was rooted)

• BLE devices had to be examined live through Mi Home application (Internet and Bluetooth 

connection was needed)
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Smartphone Application-Mi Home

• Smart home Overview
• Current status of IoT devices (Online-Offline and/or ON-OFF)

• Devices assigned to each Room

• Rooms used

• Logs of SPECIFIC devices (Requires Internet Connection-only few 
records are stored locally)

• Automation Information
• List of current Scenes (automatically/user created)

• Current status of each Scene (Enabled/Disabled)

• Configuration of each Scene (Room and/or Device specific)

• Logs of each Scene (Requires Internet Connection)

• Profile Information
• Personal Info (Account ID, Name, etc.) (Requires Internet Connection)

• Application Settings



Mi Home – Application artifacts

• /com.xiaomi.smarthome/shared_prefs/one_track_pref.xml

• First launch timestamp

• Latest Version installed

• /com.xiaomi.smarthome/files/sh_home_id

• /com.xiaomi.smarthome/shared_prefs/home_room_transfer_state.xml

• Cloud server Location

• Smart Home ID



Mi Home – Account artifacts
/com.xiaomi.smarthome/databases/miio.db

/com.xiaomi.smarthome/shared_prefs/shared_user_info_list_UID.xml (NOT always populated)

• Email

• Nickname

• Phone

• Share timestamp

• User ID

• User ID

• Username

• Nickname

• Account creation timestamp

• Account info last update timestamp



Mi Home – Smart Home artifacts
• /com.xiaomi.smarthome/shared_prefs/home_roomv_manager_sp_.xml

• Smart Home ID

• Smart Home name & geolocation 

(location authorization needed)

• Smart Home share status (not always 

accurate)

• Smart Home rooms information:
• Room Name

• Room ID

• Creation time

• Devices assigned

• Share status



• NO Scenes’ Logs present

Mi Home – Smart Home’s automation artifacts

• /com.xiaomi.smarthome/shared_prefs/MD5(UserID)scene_list_cache.xml

• Information about current Scenes:

• Scene Number

• Scene ID

• User ID

• Scene Name

• Creation Timestamp

• Settings of current Scenes:

• Devices Involved

• Conditions

• Action List

• Timespan



Mi Home – IoT device artifacts

• /com.xiaomi.smarthome/files/plugin/install/rn/*

Each folder represents a device type

• /com.xiaomi.smarthome/files/plugin/install/rn/1001810• /com.xiaomi.smarthome/files/plugin/install/rn/1001810/1014353• /com.xiaomi.smarthome/files/plugin/install/rn/1001810/1014353/model_list.json

• /com.xiaomi.smarthome/files/data• /com.xiaomi.smarthome/files/data/lumi.XXXXXXX/• /com.xiaomi.smarthome/files/data/lumi.XXXXXXX/data/config.xml

Device log file



Mi Home – Mi Motion, Door and Window Sensors 
and Wireless Switch artifacts

• For these devices, the config.xml files:

• Are fixed in size (~3KB). They will only store the 20 latest events recorded by each device

Occurrence

Timestamp

Event 

Type

Storage

Timestamp



Mi Home – Mi Humidity & Temperature Sensor artifacts

• The config.xml file has not fixed size and can grow based on cached data



Mi Home – Mi Control Hub artifacts

• The config.xml file stores specific information about this device, including:

• Guard Status (Enabled/Disabled)

• Guard Settings (Doorbell, Alert Conditions, etc)

• Devices currently paired with Control Hub

• Alert log 



Mi Home – Mi Robot Vacuum Mop P artifacts

• /com.xiaomi.smarthome/databases/RKStorage

• License Agreement Accepted?

• Language Used

• Last cleaning time (in minutes) and area (in m2)

• Device first usage timestamp

Bedroom 20cm 

above ground

Door closed 

during scan

• Map Information

• No config.xml file was found for this device



Mi Home – Mi Robot Vacuum Mop P artifacts

• /com.xiaomi.smarthome/databases/typelist.db

• Latest notification

• Device ID

• Home Name

• Smart Home ID

• User ID

• Start Cleaning Timestamp

• End Cleaning Timestamp

• Time Cleaning (in seconds)

• Area Cleaned (in m2)

• Device model

• Xiaomi API 



Mi Home – Mi Security Camera 360 artifacts

• No config.xml file was found for this device

JPG

• /com.xiaomi.smarthome/app_mijia_camera(DeviceID)/

• Most artifacts will typically reside in the SD card of the camera 

(if one is used)

• Any pictures or videos saved while streaming can be found under 

/DCIM/(DeviceID)/*



Mi Home – Mi Security Camera 360 artifacts

• If home surveillance assistant is turned ON

• /com.xiaomi.smarthome/databases/mijia_camera_cloud_video.db

• /com.xiaomi.smarthome/databases/typelist.db



Mi Home – Mi Electric Scooter artifacts

• The config.xml stores specific information about this device, including:

• Scooter Serial Number

• Safety video view timestamp

• No usage log

• This device had to be examined live through the application

• No other artifacts were found for this device



Mi Home – Mi Electric Scooter artifacts

• This device had to be examined live through the application:

• Turn on WiFi and Bluetooth

• Connect to the device from Mi Home app

• If the device was found turned ON:

• Current Trip odometer

• Average Trip speed

• If the device was found turned OFF:

• Odometer

• Scooter Serial Number

• Firmware Version



Mi Home – Mi Smart Electric Toothbrush T500 artifacts

• This device had to be examined live through the application

• No other artifacts were found for this device

• No config.xml file was found for this device



Mi Home – Mi Smart Electric Toothbrush T500 artifacts

• This device had to be examined live through the application:

• Turn on WiFi and Bluetooth

• Connect to the device from Mi Home app

• Slide down to retrieve latest toothbrush data
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Findings

• Xiaomi IoT Ecosystem is another under-researched field of IoT Forensics, which 

can be valuable in current/future smarthome investigations

• The forensic analysis of Mi Home application can provide information about:

• Smarthome’s structure (Rooms, IoT devices present, etc.)

• Smarthome’s Automation system (Scenes’ configuration, logs, etc.)

• Smarthome’s devices’ logs or/and settings 

• Owner’s personal information



Points of Consideration

• Config.xml file’s content depends on the device type. This means:

• For some devices, it may not exist

• For some devices, it may only store settings or other information about the device

• For some devices, it may store logs of the device 

• Most logs (scene/device) will reside in the Cloud. This means:

• If you pull data from the Cloud using the application, typically this data will remain available until 

you exit the application. 

• Consider taking pictures of the smartphone screen (as some data will not be available if Internet 

connection is lost). 

• If BLE devices are present, make sure to connect to them, pull their data and take pictures of that.
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