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Why the Portal?




What we tested




Potential Sources of Data







Hardware
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Hidden USB




Bluetooth Connection

meges 7 WA % Annie (§)
Bluetooth

BluetOOth : ‘ e .

Discoverable as 'Home Schreff Portal".

Paired Devices

3 TOUCH2-7207329 Pairing... C

Pair Device




Analysis of the Paired iOS Mobile Phone




The Portal Companion App
\private\var\mobile\Containers\Data\Application\

) ) D038582F-E85B-4035-A3AA-6D42DD332814
The Portal app helps you manage your Portal devices right

from your smartphone. Now it’s even easier to share photos, Documents

control settings, and more. analyticscore

Add and manage people you regularly call as cam:facebookishapipreierances
“favorites” right from your smartphone. Compressedimage

_ mobileconfig
The Portal app makes it easy to add photos to

your Portal right from your phone’s camera roll. RCTAsyncLocalStorage_V1

Library
When you're away from home, you can use the

Portal app to call the Portal in your home and StoreKit
easily talk to household members.

SystemData

tmp



NoSM @ 9110 PM -

* ®

Uploading photos

a/6

Dream Jeep

® =

DISPLAY ON PORTAL

[E] Home Schreff q‘r. .

6 PHOTOS Select

— w—
[
ol
=%
] '

e -

Documents
analyticscore
com.facebook.bishop.preferences
mobileconfig

RCTAsynclLocalStorage_V1

18B16FA1-8607-4FDO9-
9A71-C1ED7B6BE8BO

SUMMARY

DO1BEFOF-74CB-4FAD-
A37D-748EAB53ECDD

22E02D67-7C4C-4080-
8E1B-5DCO07D7FE733

D29A60F7-1B62-4B6D-
B78C-41BA1BDE5SCOB

\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814

g
CCODA290-ED95-4041-
9059-EF9FOE67FFD9

E7FCBEEF-102A-4BC9-
8A11-E432BFOAG6ED




Documents
analyticscore
com.facebook.bishop.preferences
Compressedimage

mobileconfig

RCTAsyncLocalStorage_V1

b8b8fof06cb42202515e7a41d95¢2645 £

"serverName":"OMNI",

"uiName" rtal Mini™},
"deviceOwners

{

"id":"100063476€912597",

"fullName":"Jarred Schreffler”,

/scontent.

"id":"10002

"fullName":

"firstNam

"profile hL.uUll":"httJS:
"VALID"}1,

\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814

eOwnersString"”:"Jarred and Annie",

EBuildNumbEr":"PKQ1.191225 001.3040! )0073050",

‘edSmartQueries":

r
"smartQueryTypeToIdMap":
{

"MEDIA BY OWNER QUEF’”'”pthD quary'1541122495 3
"y:183164936564

"confirmedOwners"

{

e

"inOcbhe":fals

"dbgMissin icesSince”:null,
"dbgMissin iJLId" null,
"blacklistedItemIds":



\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814

Library
app_compactdisk Your Portal

Application Support

Caches
bug_report_attachments

bug_report_attachments_instances

com.apple.nsurlsessiond Home Schreff
com.facebook.bishop
compactdisk KX Q
default_sessionless_pkvs.sessionless.1 Call S

rich_media_upload_results.362478FE-547A-4B72-8F6A-D14A82D4FACT.2

Snapshots

com.facebook.bishop

downscaled

| 5CA37B74-5F37-4E36-9E7F-FD788C7187EF@2x.ktx
| 24332EE2-5E59-4E82-90E7-8CD3748413A9@2x.ktx o)




\private\var\mobile\Containers\Data\Application\D038582F-E85B-4035-A3AA-6D42DD332814

StoreKit
SystemData
tmp

e Contains date of application download

(A Document Being Saved By Portal)

.stash_trash

100027232760132

* File for Facebook User listing whether
they are an employee or not



Facebook Login for Devices

If you are looking for help for your Facebook Portal, please visit the Portal Help Center

r your Facebook for Devices cede to log in to your smart TV, camera, printer, and other dev

Facebook Login for Devices to allow

Implement

This feature allows people to log into devices with lim

frames, or Internet of Things devices.

Select table  history_visits

EXPORT  CLEARFILTER

id ¥ history_item YT visit_time

ited input or display

eople to log into your app or service with their

capabilities such as smart TVs, digital photo

YT load successful T http_non_get T

Select table = history_visits

CLEAR FILTERS

BUILD QUERY

id T history_item T wisit_time T title

Y

634701781.... | Log into Portal

634701830.... | Log into Portal

634702124....

Log into Portal

load_successful T http_non_get T synthesized T

synthesized T

O amazon alexa

Connect Amazon Alexa

Go to amazon.com/code on your computer or mobile device and enter the
following code:

ABWQZU

redirect source T

redirect source ¥  redirect_destination T

(null)
(rull)
(null)

Great for linking other actions to the Portal Mini.

Register Your Device

Enter the code that you found on your device
so we can register it with your Amazon
account. Then click on "Continue" to proceed
to the next step.

ABWQZU|

|
|
|
J
J

Continue

redirect_destination ¥ origin ¥ generation T attributes T

origin ¥ generation T attributes T

score 1

score T




\private\var\mobile\Containers\Data\Application\<App GUID>\Library\Caches\Snapshots

@ Chats o

_ & (@) .
o @ ‘Vg’ @ @ Portal Mini Easter eggs can be found in Snapshots.

Create Your James Elisabeth Colee
Room Rooms Chris Castillo Fentc

i Elisabeth Castillo
° | You: Shared from Portal - 8:01 pm |
Coleen Fenton

‘l You: Shared from Portal - 8:01 pm |
fgv Elisabeth, Coleen

The video chat ended. - 8:00 pm

v’ e
J&, James Chris
\ i\r. Who are you - 7:20 pm

¥

< Yaw Nelsyn
Hello - Sat

Jarred Schreffler
The video chat ended. - Feb 28
m

Chats People




Analysis of the Paired Android Mobile Phone




Package names

com.facebook.katana com.facebook.orca

com.whatsapp com.instagram.android




com.facebook.bishop

C & play.google.com/store/apps/details?id=com.facebook.bishop

Entertainment

Portal from Facebook

Facebook Lifestyle

€ Everyone

Contains Ads




o data\data\com.facebook.orca\databases\threads db2

Facebook Messenger - Calls report

Total number of entries: 5
Facebook Messenger - Calls located at: C:\Users\neerg\Desktop\ALEAPP\ALEAPP_Reports_2021-07-

11_Sunday_191105\temp\Data.dirunnamed\data\data\com.facebook.orca\databases\threads_db2

Caller ID Receiver Name Receiver ID Call Duration Video Call

Receiver ID Call Duration Video Call

Timestamp Caller ID Receiver Name

ALEAPP by Alexis Brignoni - https://github.com/abrignoni/ALEAPP




data\data\com.whatsapp\databases\msgstore.db
—" data\data\com.whatsapp\databases\wa.db

Database Structure = Browse Data  Edit Pragmas  Execute SQL Table:| - jid V| &

Tab|e: Ca”_log 2 2 a 1 user server agent device type raw_string

ne call_id transaction_id timestamp video_call  duration call_result
—|7[—|—[7[—[7] 1 status broadcast 5 status@broadcast

2 status_me 11 status_me
0 call:32E8C904D59B98664B4D423066E3BF56 -1 1614132123000 1

3 18045884123 s.whatsapp.net 0 18045884123@s.whatsapp.net
0 call:87768236122938788465A89EBD661DB3 -1 1614132368000

4 18045884123 s.whatsapp.net 17 18045884123.0:0@s.whatsapp.net

able: "/ wa_contacts % B & ; "% |Filter in any column

_whatsapp_us status_timestamp number raw_contact_id display_name

1 18045884123@s.whatsapp.net 1 Hey there! T am using WhatsApp. 1612822 45884123 1 Jarrod




) data\data\com.whatsapp\databases\web sessions.db-wal

Whatsapp - Single Call Logs report

Total number of entries: 2
Whatsapp - Single Call Logs located at: C:\Users\neerg\Desktop\ALEAPP\ALEAPP_Reports_2021-07-
11_Sunday_191105\temp\Data.dir\unnamed\data\data\com.whatsapp\databases\web_sessions.db-wal

Show 15 = entries

Start Time v Call Type End Time Number

Video Cal 021-02-23 21:05:45

Video Cal 2021-02-23 21:10:06 18045884123 @s.whatsapp.net

Start Time Call Type End Time Number

Search:

Call Direction
Incoming
ncoming

Call Direction




data\data\com.facebook.orca\databases\threads db?2




Unfurl

https://scontent.xx.fbedn.net/v/t1.15752-0/s261x260/159273479_1119488821812766_6797238988834330155_n.png? Unfurl!
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Unfurl by Ryan Benson - https://github.com/obsidianforensics/unfurl




Unfurl

Unfurl by Ryan Benson - https://github.com/obsidianforensics/unfurl
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Unfurl by Ryan Benson - https://github.com/obsidianforensics/unfurl




Source Data.dir\unnamed\data\data\com.facebook.orca\databases\threads db2
urrent offset 247659
“urrent selection 509

x.fi6[{"id":"1119488815146100","
fbid":"1119488815146100", "mime typ
"

",\"MEDIUM PREVIEW\"
\\":350, \\\"height\\'

‘\\\"ht:tng:/




Analysis of Self-Archives

Bountiful in Less
Portal Mini Bountiful,
Artifacts Still Useful



| facebook-jarredschreffler.zip
Name

accounts_center,)son

Lists other accounts user
has linked to Facebook.
Includes linked time.
Could indicate other
data may be present on
Portal Mini.

accounts_center.json

v facebook_accounts_center

facebook-jarredschreffler.zip

File... Size...

Type

File Jsomn 488

JSON VIEWER

E | '] ::

jarredschreffler v COLLAPSEALL

0 1 p

: accounts_center_w2 : [2
Followers Following

Posts

Jarred Schreffler
Crazy football fan.

cervice_name !
native_app_id

Edit Profile
username

:22] email : "
name : "Ja

linked_time : "1613

Minpesoca
VIKIDGS

CLEVELAND
BROWNS

service_name :
native_app_id
usernarne :
email : “jsc
name :

linked_time : "1



Linking activities with
PoALLEVIDENCE + | facebook-jarredschrefflerzip » || your interactions_on_face these in a Timeline g3 Log in With Facebook
Name Type File... Size... view could provide
recently_viewerl.json File json 1,503 information on acting
device.

Facebook
= Wotch

Portal FBWatch will receive:
VIEWEd.j son your name and profile picture.

< L W 5 Jarred G

[Zj Review the info you provide

NFL [ViewPage,

Super Bowl Surprise | Michael McGowgn-lf any
from Streatham Wells Primary School- an incredible

=4 ®®® 85 5Comments - 15 Shares - ms ﬂ
_—

facebook-jarredschreffler.zip

9 ‘
o This doesn't let the app post to Facebook.

JS50N VIEWER

Continue as Jarred
( 'SEALL  FIMD

viewed_things :

0:01 (<] & -1:42

lﬁ n A~ n ~ 2 name : “Faceboo

Pause S - - . .
NFL o description : “Vic and you've recently visited or viewed from Fac h and time you've spent watching shows
H PN Super o Lt-Pub Smart Tackie The Greys - ProBomd %5, ”
Lo children : [
name :
description :
entries ; [1]
timestamp : "1¢
SEEEEE— data : {}

uri :

name ; "MFL's

watch on_seconds :




ToALLEVIDENCE » | | facebook-jarredschrefflerzip » || apps_and_websites_off_of facebaok

Type File... Size...

your_off-facebook_activity.json File Json

apps_and_websites)s File Json

Off-Facebook activities indicate
browser activity on the Portal Mini.
Includes site name, time, and
general descriptor for activity
performed.

0 ¢ C @ amazon.com/ref=nav logo

Jarred's Amazon.com  Customer Service Prime ~

Add to v

[y

= Al Prime Video

Today's Deals Find a Gift

Buy Again  Best Sellers Browsing History ~

“Alexa, create a list.”

echodot
(3rd Gen) :

$399

Q Hi, Jarred I Recently viewed Looks to love

0 Nt
& E‘ d .‘_f/;[! - . ~ | Choose from millions of

X BLATNEd B

FREE Shipping

Hello, Jarred Retums
~ Account & Lists & Orders \.—./(a/!

Celebrate Black innovators

your_off-facebook_activity.json

facebook-jarredschreffler.zip

JSON VIEWER

EXPAMND ALL FIND

: [8]

|

type : "GEN

timestamp : "1




'EEALL EVIDENCE » | | facebook-jarredschrefflerzip | » apps_and_websites_off_of_facebook

Name Type File...
your_off-facebook_activity.json File Json

apps_and_websites.json File Json

Your use of Spotify is subject to the Spoti

fy Terms an iti
end-user-agreement/) and Spotify Pri AlConiics o

vacy Policy (spotify.com/legal/privacy-policy/).

Use (spotify.com/legal/

apps_and_websites.json

facebook-jarredschreffler.zip

JSON VIEWER

COLLAPSE ALL  FIND

4 installed_apps : [2]
4
name : "Portal FEWatch

added_timestamp :

name : "Spotify

added_timestamp :

Apps installed on Portal Mini which the user has to login to for interaction.



'EEALL EVIDENCE +» | facebook-jarredschrefflerzip » assistant » history  » voice_record  » portal

MName
150719208 1218343461018567_3208213470238...
1_3739115371620
160046341 14244995 7553415169680

150162706_435¢

149674276_47916
156491894_117115467046210
153890162_4719034839 335514543..

153704365 _460071491747241_5870514026081... MWEY 111,404

-

‘iﬁ i et Man (I Think It's Go
y{ Elton John — Elton John

140648017 _1315960575441327_483320576205... WEY 147,244

151,084

97,324

144,044

Only stores “Hey Portal” commands... No “Alexa” commands.

Only includes commands recorded with Mic turned ON; none identified
for when Mic was intentionally left OFF.




IEE--'jnLL EVIDEMCE » | facebook-anniewatkins346179.zip » other_activity

rooms_joined.json
Mame Type File...

rooms_joined.json File Jsom

facebook-anniewatkins946179.zip

JSON VIEWER

EXPAND ALL  FIND

Even When you aren’t I remote_presence_rooms : [2]
[ J [ J [; i
Etic o T gH— friends Wli.ih someone, you
You aren't contacts on Messenger. They Can Chat Vla a rOOm by
will get a message request from you. ° ° e o
sending a link to join.

1

i

i

F i1

start_time :

- o end_time : "161
’ All room participants and e ?
° call_participants : [2
Annie's Room times are recorded.

Anyone with this link can join identifier : "Elisabeth Castillo
your room and see that you're in .
it. |
_ identifier : "Annie Watkins"
Contacts start time : "1614131319"
\ Search Suggested Recents Messenger WhatsApp Rooms end_time : 161
call_type @ "2
CENTS & v 4 call_participants : [2]
'E' | Create room & Join room with a link « 0
| 4 James Chris INVITE identifier : "Elisabeth Castillo

identifier : "Annie

Elisabeth Castillo

» Elisabeth Castillo INVITED g W Elisabeth's R..




I%g:ffl.LL EVIDEMNCE » | facebook-anniewatkins94617%zip » messages * coleenfenton_pcpdjGvazwew  »
message_1.json

Mame Type File...
facebook-anniewatkins946179.zip

message_l.json File Json

photos Folder JSON VIEWER

EXPAND ALL  FIND

rl :}

%EALL EVIDEMCE +» | facebook-anniewatkins34617%zip messages  * inbox  » coleenfenton_pcpdjBvoww icinant
4 participants :

MName Type File...

= 159273479 1119488821812766_6797238088834330155_n_1119488815146100.png File .png

name : “Annie Watkins
messages : [f]
VRS

sender_name : "Annie Watkins"

timestamp_ms @ "1615424515285"

Icontent : "Shared from Portal l

4 photos : [1]

int 0
PO rta I M I n I Ea Ste r eggs ca n be I uri : "messages/inbox/elisabethcastillo_SexpSpg_fg/photos/159273479_111948882181276 988834330155_n_1119488815146100.png l
creation_timestamp : "1615424513

found in Facebook messages.

is_unsent : “False"

sender_name : "Elisabeth Castillo
timestamp_ms : "1614133
content : “The vi

call_duration : "754

type : "Call"

is_unsent : “Falze"

sender_name : "4

timestamp_mns @ “16141

content : "You invited them to join a room.

type : "Share

is_unsent : “Falze"




GROCERIES: EGGS, MILK.
BREAD, BATTERIES

Text & Drawings
are stored
locally on the
Portal Mini.

Create a note

Anyone who uses this Portal can view and manage

your notes.
Drawing Photo

Photo and video notes will be stored off of Portal to help save
space. Learn more in the Supplemental Portal Data Policy.

Pictures &
Videos are NOT
stored locally.



'EEALL EVIDENCE +» | facebook-jarredschreffler.zip

MName Type File...

your_posts_1.json File Json

your_videos.json File Json

album Folder

your_videos.json

facebook-jarredschreffler.zip

JSON VIEWER

Ereatiiea_himesiamg

rriddul_imeE L3818

4 pdes metsdats
4 axif dsts ; [1]

upload_ip : -

upioad_imestamp

fitle

desgnphon




P5ALLEVIDENCE » | facebook-anniewatkinsd46179zip » || facebook portal » your_portal_voice_interactions.json

Name Type File... Size... JSON VIEWER

your_portals.json File Json 565

your_portal_voice_interactions.json File Json 5435

album Folder

+ velemeracion < 116 “Hey Portal” commands are
dmestamp : *1615424445 all recorded and

your_portals.json 4 attachments : [1]

4 {}

transcribed.

:ﬂ facebook-anniewatkins946179.zip

JSON VIEWER

creation_timestamp :
title :

description :

£y timestamp :
hardware : {} P
) . 4 attachments :

name : “Home Schreff

i
4 14

4 superframe_config : {} .
4 shared_albums : [3]
4 {}
name : “Timeline Cover Photo Archive Album uri : “assistant/history/voice_record
last_modified_timestamp : “C creation_timestamp :
title :

description :

last_modified_timestamp :

name : "Dog Park with Brunc

| o smetanp - No Mic OFF commands recorded, but plenty of additional
“ BRI ) unintentional phrases recorded!




'EEALLEVIDEI\CE v | facebook-jarredschrefflerzip facebook_portal » album

Metadata for each album displayed on Portal.

Name Type Size... Crea...

0.json File 1,495 .
1.)son
1.json File aaz2

|| facebook-jarredschreffler.zip

g JSOMN VIEWER

RVA

JARRED SCHREFFLER - 10 PHOTOS

A few favorite sights.

Display on Portal

un

presticn_timestamp

i taca by

4 vigeo metadata

4 euif_data @ 1]
P
Instagram upisac_ip :
JARRED SCHREFFLER - 5 PHOTOS upload_timestamg

Display on Portal 4 thumbna
See your Instagram posts on Portal. i
tatle
SESCNDREn
%ﬁivlmg @:‘,‘t‘;ﬁk d  gover_photo
ur

lmsk_msadihed_timestamp

deRNphon




| facebook-jarredschrefflerzip »

I%g.-'i".L_ EVIDEMCE »

Mame Type
DreamJeep Folder
thumknails Falder
MotesonHomeSchreff_470UWIPUA Folder

'ﬂg;ﬁ.L_ EVIDENCE » || face c-jarredschrefflerzip  »
MName
154799255_255906622068651_74144777043

| facebook-anniewatkins346179.zip

T ALL EVIDENCE »
Name

= 150664234 551353062449114 470230

All photos displayed on the Portal are stored; includes
Facebook albums, Portal Notes, and Portal companion

app pictures.

media »

$34,950 ©
<1 §491 (O} 5]
s e §248 T2 © 2

media

media MotesonHomeSchreff_I2OWD_bokKFw
Type File... Size...

File Jpg 154,043




%EALL EVIDEMCE » | facebook-jarredschrefflerzip  » posts  »

12:29-2nd p ESPN 13:50-2nd p ESPN FOX 2:00 PMET P 2:30PMET X 3:00PMET AE
g 0 4 o LUC 51 T - TENN m  IOWA & Kxu
8 - osu 50 | (R DRKE a0 wsu LSU & Msu

Name Type File... Size...

your_posts_1json  |File Json 12,399

Watch Listen Fantasy

your_videos.json File Json 619

album Folder

‘Schedule Roster DepthChart Injuries Transactions Blog  Tickets Monday Night Pick'em

your_posts_1.json

facebook-jarredschreffler.zip

: Vikings give Riley Reiff $1M bonus
JSON VIEWER - after just missing playing-time

incentive
EXPAND ALL FIND

Data browsed and
shared on the Portal is
stored as a Facebook
post; no indication of
Portal relation.

timestamp : K

attachments : [1] l, 7 4 " 3 .

I o \ Can link with Off-
Lo - ' " N Facebook activity.

4 external_context @ {}

url : “https://www.espn.com/blog/minnesota-vikings/post/_/id/30909 - gTwFrhnds ° Check in = Feeling/Activity Not perSiStent th rough
post deletion.




Iﬂg;—“.LLE".-'IDET'.'CE v | jarredschreffler_20210315zip »

Name Type

login_activity.json File

sighup_information.son File

password_change_activity.json File

ogin_activity.json

Jarredscheefiler_20210315.2p

JEON VIEWIER

lagin_and_account_creation

File...

Json
Json

Json

Size...
3,560
828

Instagram records every login; includes specs for Portal Mini.




Analysis of Cloud Data




'EE ALL EVIDENCE »

Cloud-Acquire_2021-03-12_12-05-17zip » Facebook » Facebook Messenger Messages

Name Type File... Size... Created

Exportxml File xml 17,290 3/12/2021 5:06:46 PM

Attachments Falder

Facebook » Facebook Messenger Messages » Attachments  » cid.c.100027232760132_10004 5807542650 » images

Mame Type File... Size... Created

b= 159273479 _1119488821812766_6797238088834330155_n.png File Jpng 1,053,203

27232768132:
”atklﬂs' Fragnm
extl>5“ared from Portal</fragm
ent e="Html"
<div class="_zF9" data-store="{&quot;timestamplquot;:161542 45L:2?f,&q-ot author&quot;:180027232760132,4quot;uuidiquot
data-sigil="message-text"><span dir="auto"><div class=" _“d n _1c_3 _3dem"><div class="_l1lc-b _34ee _3 5q _34ea“><d1.

UBMBz14Hs3sCveon&amp ; threadid=cid.c.100027232760132%3A100
9/5851x315/159273479_1119488821812766_6797238988834338155 p
ZkV&amp; nc_ht= scontent.fewrl-5. —na&amf; nc_tp= BB&amp,ch c58 fa d%ad8edd2fba7?f ?3*158cdiamf*ae =6@7aEDBI"

=="DateString"> </Fr
:';aaei:quen::'- </Fragment:
AuthorID">180027232760132</Fragment?
DateTimeUTC">03/11/2821 81:81:55
" LocalUserAccount” >188@27232760132<

="Participants">Annie Watkins</Fragmen

MmgMmM T ™ T " ™

"Attachment™ hment="True"
9488821812766 _B6797238988834330155_n.png

;:8gquot;mid.ScAAAB-3eKcAt-UBMEz
=" 34ej"»Shared from Portal</div></div>
¢/div></span><div class="messageAttachments _z65 _z67 _z63 Bscj"><a href="/messages/attachment_preview/?mid=mid.%24cAAAB-3eKcAt-

064419070 8?&amr,.b1c 11L°456815L4513833ﬂp,re id=12"»<img src="https:
g? nc_cat=118&amp;ccbh=1-3&amp; nc_sid=58c739 &anJ:Tﬂ =eylpljoidCI9&amp; nc_ohc=3CMwlpB3zudAX9i-

width="258" class="_675 1mg">f,a>< fdive</div>

All kinds of
Easter eggs
present in
Facebook data.

14Hs3sCVeGn&quot; "

//scontent.fewrl-5.fna.fbcdn.net/v/t1.15752-




'EE ALL EVIDENCE »
Mame

Export.xml

0 _JC -

Type

File
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| Cloud-Acquire_2021-03-12_12-18-35zip » WhatsAppLiv

File... Size...

xml 1,899

WhatsApp Chats
Created

/2021 5:18:37 PM

Confirmation message showing evidence of account linkage.



Google Takeout only shows App Install

"install": {
"doc™: {
"documentType"”: "Android Apps",
"title": "Portal from Facebook"
}s
"firstInstallationTime": "2021-02-24T00:41:59.292Z",
"deviceAttribute": {
"model™: "moto e6 (XT2005DL)",

"carrier": "Verizon Wireless",
"manufacturer”: "motorola",
"deviceDisplayName": "motorola moto e6 (XT2005DL)"

}s
"lastUpdateTime": "2021-03-19706:12:17.255Z"
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All data which should be stored locally.

Create a note

Anyone who uses this Portal can view and manage
your notes.

Text Drawing Photo Video

Photo and video notes will be stored off of Portal to help save
space. Learn more in the Supplemental Portal Data Policy.

Notes

Alarms/Reminders

Browsing
History
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Activities performed during calls

Calls performed in the Portal companion

Calls performed to WhatsApp contacts app



Scripts

Check out Sarah’s GitHub:
https://github.com/haysar702




Further Research

Communicate via USB/ADB

Recover data from chip
3'd party use at your own workplace




Questions?

* NicoleOdom % @NODOM1
e JessicaHyde %  @B1N2H3X
» Sarah Hayes 3y  @haysar702




