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Digital evidence is simply information that is stored or 
transmitted in a digital format that may be of value to an 

investigation. 
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What Is Digital Evidence?
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• Data is “information in digital form that can be transmitted 
or processed”[1]

• Metadata is “data that provides information about other 
data”[2]

Merriam-Webster Dictionary
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Data vs. Metadata (1)
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Data vs. Metadata (2)

MetadataData
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• There are two different types of metadata that can exist for 
files: 
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Types of Metadata

FILESYSTEM METADATA (FILESYSTEM DEPENDENT)
For example: filename, file creation date and/or time, file content modification date

and/or time, etc.

FILE DATA
This is the actual contents of a particular file

FILE METADATA (FILE TYPE DEPENDENT)
For example: last printed date and time, author, last saved by, etc.
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Filesystem and File Metadata

Filesystem Metadata File Metadata
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Metadata Within Other File Types

Author’s 
name

Date and time file was printed
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Case Study

The BTK Killer
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• Dennis Rader tortured and killed 
at least 10 people between 1974
and 1991

• He sent letters to media claiming 
responsibility for murders

• He asked police if they could 
trace him from a floppy disk

• Police said no
• He was traced from data on a 

floppy disk he gave to police
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The BTK Killer

EVIDENCE
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In order to understand digital evidence and correctly 
interpret its potential relevance to an investigation, it is 

vitally important to understand how this evidence is 
stored on a device.
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Nature of Digital Evidence
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How Data is Stored (1)

Applications

Operating System

Filesystem

Sectors and Clusters

Bits and Bytes
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• Data is stored on a device in binary; that is, as zeroes and 
ones

• A single zero or a one is called a “bit”

• Bits are grouped together into sets of eight, called “bytes”
• Half a byte, or four bits, is called a “nibble”

• In summary:
• 8 bits = 1 byte = 2 nibbles
• 4 bits = 1 nibble
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How Data is Stored (2)
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• Each byte in a file represents something different, depending 
on the file’s format 

• In plaintext, each letter, number, and symbol can be 
represented in binary

• The letter “A” (capital A), in binary, is:
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Binary

0 1 0 0 0 0 0 1

One nibble
One bit

One byte
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• In decimal, if we have the number 12345, we have:

• 1 x 10000

• 2 x 1000

• 3 x 100

• 4 x 10

• 5 x 1

• This is also known as “base10”

16

Numbering Systems

104 103 102 101 100

x10000 x1000 x100 x10 x1

1 2 3 4 5
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• Hexadecimal (or hex), is written in base16
• Each nibble has one of 16 values: 0-9 or a-f
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Hexadecimal

Binary Hex Binary Hex Binary Hex

0000 0 0110 6 1100 C

0001 1 0111 7 1101 D

0010 2 1000 8 1110 E

0011 3 1001 9 1111 F

0100 4 1010 A

0101 5 1011 B
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Converting Binary to Hexadecimal

1 BYTE 0010 1011

0010 1011

8 4 2 1

0 0 1 0
8 4 2 1

1 0 1 1

0x2B

LEFT NIBBLE RIGHT NIBBLE

Calculate The Decimal 
Value For Each Nibble

0 + 0 + 2 + 0 = 2 8 + 0 + 2 + 1 = 11 = B
Convert The Decimal Value 

To The Base16 Value

Bring The Two Base16 Values 
Together
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• Data on a disk is stored in sectors and clusters
• The number of bytes in a sector is defined in the filesystem 

header
• This is set automatically to a default value by the device manufacturer
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Sectors

NTFS
• 512 byte sector

APFS
• 512 byte sector
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• A cluster is always a multiple of sectors; also defined in the 
filesystem header

• A cluster is the smallest addressable space on the system 
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Clusters

NTFS
• 8 sectors (4096 bytes)

APFS
• 4096-byte block
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• Each cluster is labeled by the OS as either allocated or 
unallocated:
• Allocated: cluster is currently allocated to a file

• Unallocated: cluster is NOT currently allocated to a file
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Allocated and Unallocated Space

• An unallocated cluster does NOT 
indicate it has never been previously 
allocated to any files
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• Since a cluster is the smallest addressable 
space, a new file is created in one or more 
clusters

• If the entirety of this space is not occupied 
by the file, remaining space cannot be used 
by another file

• This remaining space is called 
“slack space”
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Slack Space
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File Slack

cluster

sector

File’s used space

RAM slack between end of file and 
SECTOR boundary

File slack consisting of entirely 
unused sectors
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• There are three different types of slack space:

• RAM slack – unused space between the end of the logical file and the 
end of that sector

• File slack – unused sectors within the last cluster the file occupies

• Volume slack – unused space between the end of the filesystem and 
the end of the partition that it occupies
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Types of Slack Space
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File Deletion Example

One 
cluster

One 
sector

RAM slack

File slack
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Recovering Deleted Files
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• Filesystems determine how data is stored
• This is similar to a filing cabinet containing:

• Folders

• Files

27

Filesystems Introduction
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Windows
• New Technology File System (NTFS)
• Extended File Allocation Table 

(exFAT)
• File Allocation Table (FAT32)

macOS
• Hierarchical File System Plus (HFS+)
• Apple File System (APFS)
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Filesystems
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• Desktop computers and laptops
• Servers
• Virtual machines
• Tablets and mobile devices
• Removable media
• RAM
• Network devices and data
• IoT devices, drones, vehicles
• The Cloud

Where to Find Digital Evidence (non-exhaustive list)
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What Is Digital Investigation? (1) 

“A process to answer questions about digital states and events” 
– Brian Carrier

The process of gathering and analyzing data, with the purpose of 
determining and reporting on any actions that were performed on 
that system, which may be relevant to the case.

Ideally, performed by a trained professional
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What Is Digital Investigation? (2)

• An investigation should seek to:
• Ask relevant questions
• Resolve lines of inquiry
• Obtain important answers

• Stakeholders may include:
• Client
• Attorney
• Investigator
• Regulator
• Commander
• Human Resources
• Executives
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Why Do We Need to Conduct Investigations?
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Incident Response and Threat Hunting

Document and Media Exploitation

Military Action

Auditing

Regulatory Investigations

Administrative Investigations (HR/Internal Investigations)

Law Enforcement Investigations

Civil and Criminal Litigation
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• Alerted to an incident
• Data breach
• Security event

• Can include
• Unauthorized access
• Malware/ransomware
• Application/server compromise
• Denial-of-Service (DoS)
• Phishing
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Incident Response and Threat Hunting

Reactive

Incident Response

Proactive

Threat Hunting

• Assume breach
• Known normal
• Built off and into 

threat intelligence

• Tools, Tactics, Procedures
• Endpoint detection
• Network monitoring
• Indicators of compromise 

(IOC)
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• Acquire, translate, and analyze analog or digital data to generate 
critical information in a timely manner

• Intelligence purposes

• Time pressure

35

Document and Media Exploitation (DOMEX)
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• Focus on triage 

• Time pressures

• Intelligence vs Evidence

• Cyberwar

36

Military Action
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• Financial and information 
system audits to provide 
assurance

• Audit evidence

• Show compliance to 
established standards

37

Auditing
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Regulatory Investigations

• A formal inquiry into a specific 
company, or class of companies by 
a regulatory body

• A regulator is generally a 
government entity empowered by 
law

• Protecting customers and 
community standards



DFIR 101 | Digital Forensics Essentials

• Types of investigations include:
• Inappropriate conduct
• Misuse of company resources
• Data theft

• Generally non-criminal
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Administrative Investigations (HR/Internal Investigations)
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Civil and Criminal Litigation

• "Criminal law deals with behavior that is or can be construed 
as an offense against the public, society, or the state—even if 
the immediate victim is an individual."

• "Civil law deals with behavior that constitutes an injury to an 
individual or other private party, such as a corporation."
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• Any offense can involve digital devices
• Homicide
• Drug enforcement
• Child abuse investigations

• Analyze data for presentation in court

• Criminal litigation - beyond reasonable doubt
• Civil litigation – balance of probabilities

• Privileged data and other constraints

41

Law Enforcement Investigations
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• Wide variety of investigations
• Core principles
• Technical similarities
• Different ramifications

• Who/What/When/Where/
Why/How

42

Summary

Digital Investigation

Incident 
Response and 

Threat Hunting

Document and 
Media 

Exploitation

Military action

Law Enforcement 
Investigations

Auditing

Administrative 
investigations 
(HR/internal 

investigations)

Civil litigation

Regulatory 
investigations
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Defining Digital Forensics

“The process of identifying, preserving, analyzing and presenting digital 
evidence in a manner that is legally acceptable” – McKemmish, 1999

“The use of scientifically derived and proven methods toward the 
preservation, collection, validation, identification, analysis, 
interpretation, documentation and presentation of digital evidence 
derived from digital sources for the purpose of facilitating or furthering 
the reconstruction of events found to be criminal, or helping to anticipate 
unauthorized actions shown to be disruptive to planned operations” –
DFRWS, 2001
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Introduction to Digital Forensics

• Preservation, examination, and analysis of digital evidence

• We should understand:

• is digital evidence?

• can digital evidence do?

• can digital evidence be used?
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History of Digital Forensics

80s 90s 00s 10s 20s
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1980-1990

• Personal computers
• Hobbyist/business/universities

• Incidents identified by the cost of computing
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1990-2000

• Home PCs connected to the Internet!
• Browser wars
• Internet commerce
• Hackers

• Variety of storage media available

• Norton Disk Editor

• ACPO guidelines

• SWGDE
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2000-2010

• Windows XP

• Google!

• Rise in mobile phone usage
• iPhone
• Smartphones

• USCYBERCOM/CCDOE
• LE DFIR labs
• FOR408/FOR508
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2010-2020

• Explosion in data storage sizes
• Cloud storage

• Explosion in number of devices per person
• IOT devices and Cloud computing/IaaS

• Constant updates
• Millions of apps
• Encryption and ephemeral chat

• Data breaches/Breach fatigue
• Stuxnet, EternalBlue, WannaCry, NotPetya

• Drastic DFIR challenges
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2020 and Beyond

• What is everyone’s prediction?

• Pandemic leading to remote work and cloud infrastructure



DFIR 101 | Digital Forensics Essentials 52

The Purpose of Digital Forensics

• What happened on a digital device 
• Repeatable 
• Accepted methodology 
• Based on our current understanding

• Asking the right questions
• Part of an overall investigation
• Corroborative
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• Developed in the late 1990s in 
the United Kingdom by the 
Association of Chief Police 
Officers

• Widely adopted around the globe 
in one form or another

• Consists of four principles

The ACPO Principles

53
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The Four ACPO Principles

Principle One Principle Two

No action taken by law enforcement 
agencies, persons employed within those 

agencies or their agents should change data 
that may subsequently be relied upon in 

court.

In circumstances where a person finds it 
necessary to access original data, that 

person must be competent to do so and be 
able to give evidence explaining the 

relevance and the implications of their 
actions.

Principle Three Principle Four

An audit trail or other record of all 
processes applied to digital evidence should 
be created and preserved. An independent 

third-party should be able to examine those 
processes and achieve the same result.

The person in charge of the investigation 
has overall responsibility for ensuring that 

the law and principles are adhered to.
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• Don’t change the evidence in any 
way

• Where possible, use write 
blocking capability to access data

• Make use of forensic images

• Where you need to access 
original data, you must apply 
Principle Two

Applying ACPO Principle One
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• If you need to access the original 
data, you must be trained to do 
so

• If you access original, you must 
be able to explain in detail how 
your actions changed or altered 
the data

• Don’t let forensically untrained 
people access original data in an 
investigation

Applying ACPO Principle Two

56
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• Document

• Document

• Document

• Document some more

• If it’s not documented, it didn’t 
happen

Applying ACPO Principle Three
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• The person in charge of any 
investigation is accountable for 
all digital forensic actions

• You can delegate responsibility, 
but not accountability

• Make sure that whoever is 
conducting the digital forensics is 
properly qualified and competent 
to do so

Applying ACPO Principle Four
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Experts

• Be wary of the “expert” label

• Practitioners must understand their own 
limitations

• External observers must also understand 
team limitations

• One person cannot be an expert in all 
things
• Host-based analysis, network forensics, 

memory analysis, reverse engineering

59
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Just Some of the Challenges…

• Rapidly changing technology
• System & application updates
• Device & data volumes
• Recruitment & retention of practitioners
• Mental health
• Ongoing education
• Over-reliance on tools
• Unsupported devices
• Encryption
• Anti-forensics
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Artifacts Can Help to Answer Your Questions
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Malware Execution Case Example

Starts with program execution
• Windows Registry
• Amcache
• Shimcache
• Prefetch files
• System Resource Utilization 

Monitor
• Event logs

But doesn’t end there!
• Where did it come from?
• What did it do?
• Did it exfiltrate data?
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File Access Analysis (1)

• Starting point for file/folder access
• Windows registry
• Link files
• Shellbags
• Jumplists
• Prefetch files
• Internet history

• But where to next?
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File Access Analysis (2)

• Where did you come from?
• Where did you go?

• Was the file copied?
• Are there existing copies?

• Were they accessed?

• Trojan/Malware defense?
• SODDI – Some other dude did it
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COURSE RESOURCES AND CONTACT INFORMATION

INSTRUCTOR CONTACT

Twitter: @4enzikat0r

https://www.sans.org/cyber-security-
courses/digital-forensics-essentials/

SANS INSTITUTE
11200 Rockville Pike, Suite 200
North Bethesda, MD 20852
301.654.SANS(7267)

SANS EMAIL
GENERAL INQUIRIES: info@sans.org
REGISTRATION: registration@sans.org
TUITION: tuition@sans.org
PRESS/PR: press@sans.org

DFIR RESOURCES
digital-forensics.sans.org
Twitter: @sansforensics

“Here is my lens. You know my methods.” – Sherlock Holmes


