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ORDER OF VOLATILTY

hitps://datatracker.ietf.org/doc/html/rfc3227 #section-2.1

RFC 3227 — February 2002
When collecting evidence you should proceed from the
volatile to the less volatile

Here is an example order of volatility for a typical system.

« registers, cache

« roufing table, arp cache, process table, kernel statistics, memory

« temporary file systems

« disk

« remote logging and monitoring data fthat is relevant fo the
system in question

« physical configuration, network fopology

« archival media



ORDER OF VOLATILTY ON MOBILE DEVICES

Key and general questions
Is the device turned on or off¢
If It's turned on, is It locked or unlocked?

If It’s furned on and locked, can you access (code
or biometric or other)<¢



TURNED OFF DEVICES

Do you know the exact modele

s there any method that can be used to create a physical
image (typically on FDE devices) or a full file system
(typically on FBE devices)?

s this method working at a low-level, so that it doesn’t
need to boot the OS¢

Examples:
Checkm8 on I0S devices
Bootloader-based acquisition on Android devices
EDL mode on Android devices with Qualcomm chipsets
Qualcomm/MIK Live



WHAT'S THE CORRECT ORDER?

It depends! ©

If you can create a physical/full file system without booting
the OS and you frust the method, go for it

But if you need to:

« furn on the device (or the device is turned on)

* inferact with it (l.e. activate USB debugging)

e pair it with your forensic workstation

In this case, you should approach in a way that acquires
the data from the most volatile to the less volatile



ANDROID DEVICES

When no solution is available to create a physical/full file
system image, we typically rely on:

- Agent installation
« Android agent to extract data from content providers and
screenshofts
 Backup features
 Native (ADB)
« Vendor based (Huawel HiSuite, Samsung SmartSwitch, LG)
« Application downgrade

Can we get more?e
What's the correct ordere



ADB

hitps://developer.android.com/studio/command-line/adb

« Android Debug Bridge (adb) is a versatile command-line tool
that lets you communicate with a device

« To use adb with a device connected over USB, you must
enable USB debugging in the device system settings, under
Developer options

 On Android 4.2 and higher, the Developer options screen is
hidden by defaulf. To make it visible, go to Settings > About
phone and tap Build number seven times. Return to the
previous screen to find Developer options af the bottom

« On some devices, the Developer options screen might be
located or named differently.



ADB

https://developer.android.com/studio/releases/platform-tools

SDK Platform Tools release notes o

Android SDK Platform-Tools is a component for the Android SDK. It includes tools that interface with the Android
platform, such as adb, fastboot, and systrace . These tools are required for Android app development. They're also
needed if you want to unlock your device bootloader and flash it with a new system image.

Although some new features in these tools are available only for recent versions of Android, the tools are backward
compatible, so you need only one version of the SDK Platform-Tools.

Downloads

If you're an Android developer, you should get the latest SDK Platform-Tools from Android Studio’s SDK Manager or from
the sdkmanager command-line tool. This ensures the tools are saved to the right place with the rest of your Android
SDK tools and easily updated.

But if you want just these command-line tools, use the following links:

* Download SDK Platform-Teols for Windows

* Download SDK Platform-Tools for Mac

* Download SDK Platform-Tools for Linux




ADB SHELL

https://developer.android.com/studio/command-line/adb

Issue shell commands

You can use the shell command to issue device commands through adb, or to start an interactive shell. To issue a
single command use the shell command like this:

To start an interactive shell on a device use the shell command like this:

adb [-d | -e | -s

To exit an interactive shell, press Control + D or type exit .



COMMAND TYPES

« Getprop
e LINUX
« Dumpsys
 Package Manager
 Backup
o PuUll
« Parfial file system
* APKS




GETPROP

hitps://source.android.com/devices/architecture/configuration/ad
d-system-properties#shell-commands

« The getprop command can be used to read device properties

5 adb shell getprop ro.vndk.version

S adb shell setprop security.perf_harden 8




Getprop

- getprop ro.product.model

- getprop ro.product.manufacturer

- getprop ro.serialno

- getprop ro.build.fingerprint

- getprop ro.build.version.release

- getprop ro.build.date

- getprop ro.build.id

- getprop ro.boot.bootloader

- getprop ro.build.version.security patch

- getprop persist.sys.timezone

Device model

Device manufacturer
Device serial number
Android fingerprint
Android version
Build date

Build ID

Bootloader info
Security Patch

Timezone



Getprop

- getprop ro.product.device

- getprop ro.product.name

- getprop ro.product.code

- getprop ro.chipname

- getprop ril.serialnumber

- getprop gsm.version.baseband
- getprop ro.csc.country_code

- getprop persist.sys.usb.config
- getprop storage.mmc.size

- getprop ro.crypto.state

Product device
Product name
Product code
Chipname

Device Serial Number
Baseband version
Country Code

USB Configuration
Storage size

Encryption state



LiInux commands

id

uname -a

cat /proc/version
uptime

printenv

cat /proc/partitions
cat /proc/cpuinfo
cat /proc/diskstats
df

df -ah

mount

ip address show wlan0O

ifconfig -a

netstat -an

|sof

ps -ef

top-nl

cat /proc/sched_debug
vmstat

sysctl -a

ime list

service list

logcat -S -b all
logcat -d -b all V:*



LiInux commands

Linux version
System time and uptime
IP Address on WiFi

b Terminale - mattia@ubuntu: ~

File Modifica Visualizza Terminale Schede Aiuto

mattia@ubuntu:-% adb shell
j15y171lte:/ $ uname -a
Linux localhost 3.18.91-16642474 #1 SMP PREEMPT Wed Jul 8 13:27:29 KST 2028 armvsl
]5y171lte:/ $ uptime
11:44:81 up 3 days, 23:089, 0 users, load average: 4.25, 4.36, 4.90
j15y171te:/ % ip address show wlan®
16: wlan@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gqdisc pfifo fast state UP group de
fault glen 1000
link/ether 48:27:ea:6b:78:d8 brd ff:ff:ff:ff:ff:Ff
inet 192.168.1.27/24 brd 192.168.1.255 scope global wlan®
valid 1ft forever preferred 1ft forever
inetd feB0::4a27:eaff:febb:78d8/64 scope link
valid 1ft forever preferred 1ft forever
jsy17lte:/ $ |}




netstart -an

- Terminale - mattia@ubuntu: ~

File Meodifica Visualizza Terminale Schede  Aiuto

n'.a‘ttia-féuhuntu: % adb shell

j5y171lte:/ % netstat -an
Active Internet connections (established and servers) H
Proto Recv-0 Send-0Q Local Address Foreign Address State
tcp 8 6 192.168.1.27:44308 151.99.54.13:443 CLOSE WAIT
] tecp B B 192.168.1.27:52904 142.2506.180.106:443 ESTABLISHED
tcp 130 B 192.168.1.27:52903 142.250.180.106:443 CLOSE WAIT
> NeTwork ConneCTlonS :-::;f: e B ::ffff:192.168.1.:48923 ::ffff:108.177.127:5228 ESTABLISHED
tcpb 8 B ::ffff:192.168.1.:52916 ::ffff:142.250.180.:443 ESTABLISHED

() A” Socke'l's (_O) ;cltr : : g;ff:egzjqreq_ur ::ffff:iil'_.'-:l'-j.ii.'_a:iﬂ FIN WAITZ

1.27:47813 151.99.54.13:443 ESTABLISHED
udp B 6 192.168.1.27:568 192.168.1.1:67 ESTABLISHED

o DOn "I' reSO|Ve names (_n) Active UNIX domain sockets (established and servers)

Proto RefCnt Flags Type State I-Node Path

unix 2 [ ACC ] STREAM LISTENING 8009 @ND Multiclient2

unix 2 [ ACC ] STREAM LISTENING 1132 @mcdaemon

unix 2 [ ACC ] STREAM LISTENING 22696 (@GN

unix 2 [ ACC ] STREAM LISTENING 578838 @com.android.internal.os.WebV
iewZygoteInit/c159f57c-4ca9-49e9-9180-38d371726c00

unix 2 [ ACC ] SEQPACKET LISTENING 18511 /dev/socket/lmkd

unix 2 [ ACC ] STREAM LISTENING 16823 /data/.socket stream

unix 2 [ ACC ] STREAM LISTENING 2655 /data/.diag stream

unix 2 [ ACC ] STREAM LISTENING 2654 /data/.diagsocket stream



p S ef o Terminale - mattia@ubuntu: ~

File Modifica Visualizza Terminale Schede Aiuto
mattiagubuntu:-% adb shell
]15y171lte:/ § ps -ef
UID PID PPID C 5TIME TTY TIME CMD
root | B O 34:52 7 B0:00:16 init
root 2 0 0 34:52 7 00:00:00 [kthreadd]
root 3 2 B 34:52 7 00:00:03 [ksoftirgd/6]
root 5 2 0 34:52 7 00:00:00 [kworker/0:0H]
root 7 2 0 34:52 7 00:00:21 [rcu preempt]
root 8 2 0 34:52 7 00:00:02 [rcu_sched]
° Runnin processes root g 2 B 34:52 7 0O 0660 [FCLI bh
QJ root 10 2 0 34:52 7 06:00:083 [migration/0]
—at 11 i T W= . BN =i, B | e e A Ty mbhcdmm 0T
ol 3
Very process ( e) ud a2l 7574 2959 0 48:23 7 B0:00:13 com.google.android.gms
o o ud a2l 7589 2959 2 48:23 7 B6:08:30 com.google.android.gms.persistent
[ ) F ”_f rr] 'I' | 'I' g (_f) system 7598 2959 0 48:23 7 B6:08:00 com.samsung.android.bbc.bbcagent
U Or O IS ln root 7617 20 48:23 7 B0:00:00 [kworker/4:2]
system 7630 2959 O 48:24 7 06:00:00 com.samsung.android.da.daagent
ud ald3 7682 2959 0 48:24 7 B6:00:00 com.samsung.android.app.watchmanagerstub
ud_a4s 7719 2959 0 48:24 7 00:08:00 com.sec.android.app.billing
system 7737 2959 0 48:24 7 00:08:00 com.android.keychain
ud alg 7812 2959 0 48:24 7 00:00:00 com.sec.android.widgetapp.samsungapps
ulenll FOC0- 20000t e 20T 2040007 camegooglovandroddegmorunatalls
ud alss 7965 2059 3 4B:33 7 B0:00:03 org.torproject.torbrowser
root 8057 20 48:34 7 B0:00:00 [kbase event]
ud albs 8061 2959 O 48:34 7 BO:00:00 org.torproject.torbrowser:tabd
U LI L U ST UL I [P AV NV LT N F LY LR SVWETTL )
system 8211 2959 6 49:62 7 B6:00:00 com.samsung.android.svcagent
system 8260 2959 0 49:05 7 B0:08:00 com.trustonic.tuiservice
ud ag2 365 2959 2 49:10 ? 00:08:01 com.google.android.googlequicksearchbox
ud a2l 336 2959 1 49:11 ? 06:00:01 com.google.android.gms.ui
vendor cmhs+ B8469 2959 0 49:25 7 BO:00:00 com.samsung.storyservice
ud_alll 8563 2959 1 49:41 7 BO:08:00 com.google.android.apps.turbo
ul ad3 8616 2959 9 49:47 7 B6:00:09 com.android.vending




service list

- Terminale - mattia@

File Meodifica Visualizza Terminale Schede Aiuto

mattiagubuntu:~% adb shell
j5y17lte:/ % service list

HFound 229 services:
o sip: [android.net.sip.ISipServicel
1 sdhms: [com.sec.android.sdhms.ISamsungDeviceHealthManager]
2 secims: [com.sec.ims.IImsService]

N3 ImsBase: [com.samsung.android.ims.ISemImsService]
4 ims6: [com.android.ims.internal.IImsService]
5 telecom: [com.android.internal.telecom.ITelecomService]
B epdgService: [com.sec.epdg.IEpdgManager]

N7 nfc: [android.nfc.INfcAdapter]

. . 8 mpos: [com.samsung.android.nfc.mpos.IMPOSAdapter]
° Runnlng SerVICeS 30 glstzng_l'llicétlznr[u_.gsrna.seruices.nfc.INchDntrnller:

11 emergency service: []
12 secure_element: [android.se.omapi.ISecureElementService]
13 phone: [com.android.internal.telephony.ITelephony]
14 isms: [com.android.internal.telephony.ISms]
15 iphonesubinfo: [com.android.internal.telephony.IPhoneSubInfol
16 simphonebook: [com.android.internal.telephony.IIccPhoneBook]
17 AAS: [com.samsung.android.allaroundsensing.ISemAllAroundSensingManager]
18 mDNIe: [com.samsung.android.hardware.display.ISemMdnieManager]
19 isub: [com.android.internal.telephony.ISub]
20 carrier_config: [com.android.internal.telephony.ICarrierConfigloader]
21 DisplaySolution: [com.samsung.android.displaysolution.ISemDisplaySolutionManager]
22 voip: [android.os.IVoIPInterfacel
23 CodecSolution: [com.samsung.android.codecsolution.ICodecSolutionManagerService]
24 perfsdkservice: [com.samsung.android.perfsdkservice.IPerfSDKService]
P gamemanager: [com.samsung.android.game.IGameManagerService]



Services

vV VvV vV vV vV vV v v Y

account

activity

alarm

AppPopPs

audio

autofill

backup

battery
batteryproperties
batterystats

vV vV VvV vV v vV v v v v

bluetooth_manager
carrier_config
clipboard
connectivity

content

cpuinfo

dbinfo -v
device_policy
devicestoragemonitor
diskstats



Services

vV VvV vV vV vV vV v v Y

display

dropbox

gfxinfo
iphonesubinfo
jobscheduler
location

-t 60 meminfo -a
mount

netpolicy

netstats

vV vV VvV vV v vV v v v v

network_management
network_score
nofification --noredact
package
password_policy
permission

olglelgls

power

procstats --full-details

restriction_policy



Services

vV VvV vV vV vV vV v v Y

sdhms
sec_location
secims
search
sensorservice
setfings
shortcut

stats
statusbar

stforaged

vV v vV vV v v v Y

telecom
usagestats
user

usb
vibrator
wallpaper
Wil

window



DUMPSYS

https://developer.android.com/studio/command-line/dumpsys

« dumpsys is a tool that runs on Android devices and provides

information about system services.

* You can call dumpsys from the command line using the
Android Debug Bridge (ADB) to get diagnostic output for all
system services running on a connected device

Syntax

The general syntax for using dumpsys is as follows:

adb shell dumpsys [-t ] [--help | -1 | --skip




DUMPSYS

https://developer.android.com/studio/command-line/dumpsys

To gef a diagnostic output for all system services for your
connected device, simply run adb shell dumpsys

However, this outputs far more information than you would
typically want

For more manageable output, specify the service you want to
examine by including it in the command

For example, the command below provides system data for
input components, such as fouchscreens or built-in keyboards

&0

adb shell dumpsys input



Android Dumpsys Analysis to Indicate Driver Distraction
https://ccdcoe.org/uploads/2021/03/Android-Dumpsys-Analysis-to-Indicate-Driver-Distraction.pdf

This paper introduces a non-intrusive
analysis method which will extend the
range of known techniques fo defermine
a possible cause of driver distraction

All Android dumpsys services are
examined to identify the scope of
evidence providers which can assist
investigators in identifying the driver’s
intentional interaction with the
smartphone

The study demonstrates that it is possible
to identify a driver’s actfivities without
access to their personal content

@ Springer Link Search Q | Menuv

International Conference on Digital Forensics and Cyber Crime

ICDF2C 2020: Digital Forensics and Cyber Crime pp 139-163 | Cite as
Android Dumpsys Analysis to Indicate Driver
Distraction
Authors Authors and affiliations

Lukas Bortni k.J Arturs Lavrenows |E|

Conference paper

First Online: 07 February 2021
177
Downloads

Part of the Lecture Notes of the Institute for Computer Sciences, Social Informatics and
Telecommunications Engineering book series (LMICST, volume 351)




Android Dumpsys Analysis to Indicate Driver Distraction
https://ccdcoe.org/uploads/2021/03/Android-Dumpsys-Analysis-to-Indicate-Driver-Distraction.pdf

As with any other operating system, much
of the analytical data generated by
system services, installed applications or
telemetry functions is not designed for
digital forensic purposes

The primary drawback is that only a
limited number of subject-relevant system
events are lime-stamped

Moreover, system services do not
necessarily generate diagnostic events
with a unified timestamp format.

Even if some diagnostic data does survive
a system reboot, particular content was
shown to be eventually overwritten, either
due to user interaction or just after regular
system runtime

@ Springer Link Search Q | Menuv

International Conference on Digital Forensics and Cyber Crime

ICDF2C 2020: Digital Forensics and Cyber Crime pp 139-163 | Cite as
Android Dumpsys Analysis to Indicate Driver
Distraction
Authors  Authors and affiliations
Lukas Bortnik, Arturs Lavrenovs

Conference paper

First Online: 07 February 2021
177
Downloads

Part of the Lecture Notes of the Institute for Computer Sciences, Social Informatics and
Telecommunications Engineering book series (LMICST, volume 351)




dumpsys account

e Accountinformation

-

Terminale - mattia@ubuntu: ~

File Meodifica Visualizza Terminale Schede Aiuto

mattiagubuntu:-$% adb shell
J5yl7lte:/ $ dumpsys account

Accounts:

)

|User UserInfo{@:Digital Forensics:13}:

Account {name=acquisizioneforense.rniggmail.com, type=com.google}
Account {name=0ffice, type=com.microsoft.office}

AccountId, Action Type, timestamp, UID, TableName, Key
Accounts History
2,action_authenticator remove,b2016-10-24 17:57:40,10060,accounts, 14
3,action_authenticator remove,2016-10-24 17:57:40,1000,accounts,15
sync_de ce accounts,2816-16-24 17:57:48,1600,accounts, 16

-1,action
-1,action
-1,action
-1,action
-1,action

1,action

account remove,
account remove,
called account
called account
called account

2016-10-24 17:57:48,1000,accounts, 17
2016-10-24 17:57:48,1000,accounts, 18
add,2019-12-19 11:44:40,10064,accounts,
add,2619-12-19 17:83:13,10043,accounts,
add,2019-12-19 17:03:42,10043,accounts,

Pod it

,action account add,2019-12-19 17:85:13,10021,accounts,3

,action account add,2019-12-19 17:22:58,10163,accounts,s
,action account add,2019-12-19 17:23:02,10163,accounts,b

-1,action
-1,action
-1,action
-1,action

called account
account remove,
called account
account remove,

1
1,action set password,2819-12-19 17:85:13,16021,accounts, 4
2

remove,2020-04-04 11:53:50,1000,accounts,?7
2020-04-04 11:53:56,10165,accounts, 8
remove, 2020-04-84 11:53:50,10068,accounts,9
2020-04-04 11:53:56,101685,accounts, 10

4,action account add,2028-04-84 11:55:05,10014,accounts,11

-1,action
-1,action
-1,action
-1,action
-1.action

called account
account remove,
called account
called account
called account

remove, 2020-04-04 15:45:07,1000,accounts, 12
2020-04-04 15:45:07,10105,accounts, 13

remove, 2021-04-05 14:58:05,101605,accounts, 19
remove,2021-05-04 16:47:53,10105,accounts, 20
remove . 2021-05-05 20:46:22.10165.accounts. 21



dumpsys appops

«  App-ops are used for two
purposes. Access control
and tracking

«  App-ops cover a wide
variety of functionality
from helping with runtime
permissions 1o battery

consumption fracking

« https://android.googlesource.com/p
latform/frameworks/base/+/master/
core/java/android/app/AppOps.md

b Terminale - mattia@ubuntu: ~

File Modifica Visualizza Terminale Schede  Aiuto

Uid uBalks:

STate=CC

POST NOTIFICATION (allow):
Access: top = 2020-02-14 11:01:14.723 (-494d0hBm31s225ms)

WAKE LOCKE |:E|-|.-|.D'l.'.' ) :
Access: top = 2020-02-14 10:49:03.267 (-494d6h12m42s681ms)
duration=+1s726ms

READ EXTERNAL STORAGE (allow):
Access: top 2021-06-22

fgsvc

11:48:35.220
2021-06-02 16:12:59.340
bg 2021-06-22 10:26:51.357
cch 2021-06-22 11:48:34.228

WRITE EXTERNAL STORAGE (allow):
Access: top 2021-06-22

fgsvc

-13ml1Bs728ms )
-19d19h48m465668ms )
-1h34m545591ms)

|

-13m11s720ms )

11:48:35.220
2021-06-02 16:12:59.340
bg 2021-06-22 10:26:51.357
cch 2021-06-22 11:48:34.228

RUN IN BACKGROUND (allow):
Access: top 2020-02-14 11:01:15.737 (-494d0hBm305211ms)

START FOREGROUND (allow):

-13ml1Bs728ms )
-19d19h48md65608ms )
-1h34m545591ms)

|

-13m11s720ms )

Access: top = 2021-06-82 16:12:55.263 (-19d19h48m50s685ms)
fgsvc = 2021-06-02 16:12:57.336 (-19d19h48m48s612ms)

duration=+1d4h12m18s916ms



dumpsys batterystats

Batterystats is a tool included in the Android framework that
collects battery data on a device

v Terminale - mattia@ubuntu; ~

File Medifica Visualizza Terminale Schede Aiuto
mattiagubuntu:-5% adb shell
j5y17lte:/ % dumpsys batterystats
Battery History (15% used, 77KB used of 512KB, 381 strings using 34KB):
@ (15) RESET:TIME: 2621-06-18-17-47-38
B (2) 180 status=discharging health=good plug=none temp=298 volt=4258 current=-75 ap temp=29 pst tem
p=29 bat temp=29 chg temp=0 pa temp=-99 -nr connected misc_ event=0x® online=1l current event=0x0 txshare event=0x@ charge
=3000 +running +wake lock +screen phone state=emergency phone signal strength=good brightness=dim +wifi running +wifi +u
sb data wifi signal strength=2 wifi suppl=completed +ble scan top=uBa7¥l:"com.sec.android.app.launcher"
@ (2) 100 user=0:"@"
B (2) 100 userfg=0:"B"
+356ms (2) 100 +wifi scan wifi signal strength=3 stats=0:"screen-state"
+825ms (2) 100 +wifi radio wakeupap=1851:""
+831ms (2) 100 stats=0:"wifi-data: active"
+873ms (3) 100 current=-74 ap temp=30 pst temp=29 bat temp=29 chg temp=0 pa temp=-99 -ble scan
+15008ms (1) 100 -usb data +ble scan
+35768ms (2) 106 wifi signal strength=2 +job=5018:"com.samsung.android.bixby.service/.bixbysearch.datalbser
ver.0ObserverJobService"
+55019ms (2) 100 -wifi scan wifi signal strength=3 +job=5018:"com.samsung.android.bixby.service/.bixbysearc
h.scheduling. jobservices.InitialIndexingService"
+65022ms (2) 106 -job=5818:"com.samsung.android.bixby.service/.bixbysearch.scheduling.jobservices.Initialln
dexingService"
+65128ms (2) 180 -job=5018:"com.samsung.android.bixby.service/.bixbysearch.datalbserver.0bserverlobService
+95910ms (2) 100 stats=0:"get-stats"
+1Ac032ms (31 1AA rurrent=-137 an temn=3A nct temn=20 hat temn=20 rhn_ temn=A na temn=-00




Profile battery usage with Batterystats and Battery Historian
https://developer.android.com/topic/performance/power/setup-battery-historian

Historian V2 Historian

1
Show bars @ Show level summaries @ Show line overlay @ Show rate of change
CPU running mmm Current time: 11:42:34 =100
. Battery Level: between 100 and 100 (2700.00 and 2700.00 mAh)
% Kernel only uptime Discharge rate: 0.00 % / hour (0.00 mA)
6 Userspace wakelock Duration: 1m 59s 76ms, from 11:41:17 to 11:43:16

(i ] Screen
Top app |IEEEE—
Activity Manager Proc
Temp White List
@ Mobile signal strength
Wifi full lock |
Wifi scan [ |
Wifi supplicant
Wifi radio I Apr 18 2017
Wifi signal strength 11:41:17 - 11:43:16

Wifi running  messsmm 0 to +1m59s076ms
Wifi on active duration: 1m 59s 76ms

Wifi supplicant: 1 occurences
Audio HTIIERII

Battery level Wifi supplicant | Number of times | Total duration
Coulomb charge COMPLETED |1 | 1m59s76ms

Temperature

Plugged
Charging on
Logcat misc

[ana Asneg ]

o
o
o
o
o
o
o
o
o
o
o
o

35 40 :45 50 55 05 15 20 25 :30
Time (America/Los_Angeles PDT UTC-07:00)




dumpsys bluetooth_manager

L Terminale - mattia@ubuntu: ~

File Maodifica Visualizza Terminale Schede  Aiuto

mattiagubuntu:-3% adb shell
j5y17lte:/ % dumpsys bluetooth manager
Bluetooth Status

enabled: false

ctate: BLE ON

address: 48:27:EA:6B:78:D7

« Bluetooth properties rane: Galaxy J5

time since enabled: 95:34:21.803

Enable log:

. c B6-18 12:35:51 Enabled due to APPLICATION REQUEST by com.samsung.android.scloud
> hTTpS.//STOCkovel’ﬂOW.Com/queSTIOhS B6-18 12:36:31 Enabled due to APPLICATION REQUEST by com.samsung.android.scloud
B6-18 12:36:33 Enabled due to APPLICATION REQUEST by com.samsung.android.beaconmanager

/57299411 /interpreting-dumpsys-
bluetoothmanager-result

Bluetooth crashed @ times
1 BLE appregistered

com.samsung.android.beaconmanager

BluetoothHeadset proxy:
Max:
com.android.systemui : 1
android : 2
com.android.server.telecom : 2




dumpsys bluetooth_manager | grep BOOT_COMPLETED

File
15y171lte:/ % dumpsys bluetooth manager | grep BOOT COMPLETED

12-31
12-19
12-20
12-20
81-18
81-18
01-18
81-29
81-29
B2-03
02-03
B2-03
B2-03

Modifica

23
17:
15:
16:
07:
16:
11:
15:
19:
19:
19:
19:
19:
13:
13:
13:
13:
3 21:
Be:
Ba8:
B3:
11:
10:

B2:
02:
44 :
07:
20:
44 :
13:
49:

==
o

17:
18:
20:
21:
19:
20:
23:
29:
b6 :
47
56:
47 :
38:
45:

26

16

273

o

47 .

40
19

06

20
20

16

Visualizza Terminale

.480- -BluetoothManagersService
55.

282- -BluetoothManagerService

.161- -BluetoothManagerService
19.

962 - -BluetoothManagerService
964- -BluetoothManagerService
716- -BluetoothManagerService

.257--BluetoothManagerService
.111- -BluetoothManagerService
0o.
20.
50.

086 - -BluetoothManagerService
608- -BluetoothManagerService
062 - -BluetoothManagerService

.969- -BluetoothManagerService
A4,
16.
24,

116- -BluetoothManagerService
598- -BluetoothManagerService
969- -BluetoothManagerService

.950- -BluetoothManagerService
.946- -BluetoothManagerService
07.
12.
58.

153- -BluetoothManagerService
970- -BluetoothManagerService
598- -BluetoothManagerService

.975- -BluetoothManagerService
e7.
38.

825- -BluetoothManagerService
398- -BluetoothManagerService

BOOT

COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED

(J530FXXU2ARG2)
(J530FXXU2ARG2)
(1530FXXU2ARG2)
(J530FXXU2ARG2)
(J530FXXU2ARG2)
(1530FXXU2ARG2)
(J530FXXU2ARG2)
(J530FXXU2ARG2)
(1530FXXU2ARG2)
(J530FXXU2ARG2)
(J530FXXU2ARG2)
(1530FXXU2ARG2)
(J530FXXU2ARG2)
(J530FXXU2ARG2)
(1530FXXU2ARG2)
(J530FXXU2ARG2)
(J530FXXU2ARG2)
(1530FXXU2ARG2)
(J530FXXU2ARG2)
(J530FXXU2ARG2)
(1530FXXU2ARG2)
(J530FXXU2ARG2)
(J530FXXU2ARG2)

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false




Bluetooth in Digital Mobile Forensics

https://www.scriptiebank.be/sites/default/files/thesis/2020-08/BaP_NickCasier_BluetoothinDigitalMobileForensics-CanPairingRequestBeFoundOnBluetoothDevices.pdf

BACHELOR THESIS 2 OVERVIEW OF THE TOOLS

2.1  ANDROID DEBUG BRIDGE {ADB}
211 Logcat....

2.2 TSL.IF!I..IGI
TEST DEVICES

TEST SETUP

DETERMINATION OF TEST PROCEDURE

THE VALUE OF DUMPSYS

BIUEtOOth in Digital MObiIe FOFEI’ISiCS COMMUNICATION BETWEEN IOS DEVICE AND ANDROID (AND VICE VERSA)
Can palrlng requests bE fDund on Bluetﬂoth dev'cest‘p ;; TEST1E|PHONESENDS REQUEST — TIME=OUT w.cveeicenmemensssssessssssssesmssmsemsssnsssssssssssssssnns

TEST 2: NEXUS 6 SENDS REQUEST = TIME-OUT

7.3  TEST 3: IPHOME SENDS REQUEST — CANCELLED
TEST 4: NEXUS 6 SENDS REQUEST = CANCELLED....cuiieiismimisminssssssssssssssssssssssssnssssssssssssanns
TEST 5: IPHONE SENDS REQUEST = DENIED .ecviieiieieiiesiessmssmes s s sasssssssnssnsssssnssssansasssssanns
TEST 6: NEXUS 6 SENDS REQUEST = DENIED ...covuiiceiesecsmcsmssmesas s sassssssasssssssssnssssansassassanne
TEST 7: IPHONE SENDS REQUEST = INCORRECT PIN c.oviieieeiemcmemca e ssssssssnssssssssnanse
TEST 8: NEXUS 6 SENDS REQUEST = INCORRECT PIN wovviieeiemimimcsa e sssssnssnsssssnssssanse
TEST 9: IPHONE SENDS REQUEST — ACCEPTED....

7.10 TesT 10: FORGET DEVICE ... .

, , 7.11  TesT 11: NEXUS 6 SENDS REQUEST A.CCEPTED
Bachelor Applled G{}mputer Science 7.12 TEST 12: RECOMNECT DEVICES...

7.13 TEST 13: FORGET DEVICE AND ATTEMPT TO HECONNECT
Specialization Computer & Cyber Crime Professional COMMUNICATION BETWEEN TWO ANDROID DEVICES

8.1  TEST 1: ONEPLUS SENDS REQUEST = TIME=OUT wuiuueuassessssmssmismisssssisssssssssansssasssssssssssssssssnns
Academic Year 2019 - 2020 8.2  TEST2: NEXUS 6 SENDS REQUEST — TIME-OUT
8.3  TesT 3: ONEPLUS SENDS REQUEST — CAMCELLED ..
. . 8.4  TesT4: NEXUS 6 SENDS REQUEST — CANCELLED....

Student Nick Casier TEST 5: ONEPLUS SENDS REQUEST = DENIED
. TEST 6: NEXUS 6 SENDS REQUEST — DENIED .. e eareessteieesamsssasessmsessissiasenssesseeeananas
Internal Mentor Daan Pareit (Howest) 7 TEST7: ONEPLUS SENDS REQUEST — INCORRECT PIN..
. TEST 8: NEXUS 6 SENDS REQUEST = INCORRECT PIN wovviieeiecimiseassessssssnsnscsssnsesssssssssssanne

. . . TEST 9: ONEPLUS SENDS REQUEST — ACCEPTED ..oiueeeeec e ceeceseesesas s i s sass s s sass e saes
Kris Carlier (BeDefence)

External Promotor




dumpsys cpuinfo

b Terminale - mattia@ubuntu; ~

File Modifica Visualizza Terminale Schede  Aiuto

L] o ()
o D|Sp|0y CPU |nform0'|'|on mattiagubuntu:-$ adb shell
15y171lte:/ § dumpsys cpuinfo
Load: 4.65 / 4.06 / 4.06
CPU usage from 332909ms to 32854ms ago (2021-06-22 14:33:10.574 to 2021-06-22 14:38:10.628):
2.1% 3285/system server: 1.4% user + 0.7% kernel / faults: 1631 minor 11 major

-

° h'l"l'ps//S'l'ockoverﬂowCom/queshons B.9% 20764/ /kworker/3:1: 0% user + IJ% % kernel

f ] B.7% 1442/mc fastcall: 8% user + 0.7% kernel
L o B.4% 4436/com.sec.android.sdhms: 0.3% user + 8.1% kernel / faults: 2853 minor 1 major
/246] 2982/|n1-erprehng dUmpSYS B.3% 2975/argosd: 0.2% user + 0% kernel
CpU|nfo B.2% 2827 /android.hardware.sensors@l.8-service: 8% user + 0.1% kernel
) 0.1% 19468/kworker/ul6:0: 0% user + 0.1% kernel
° hTTpSZ//STCICkoverﬂOW.Com/queSTIOHS B.1% 20555/com.google.android.apps.docs: ©8.1% user + 0% kernel / faults: 171 minor
. . 0.1% 24420/android.process.acore: 0.1% user + 0% kernel / faults: 327 minor
/40] 86347/dumpsys-CpU”TfO-ln— 0.1% 4225/iod: @% user + 8% kernel _
. . . 8% 3611/com.android.systemui: 0% user + 8% kernel / faults: 946 minor 43 major
CmdrOId-IhTerpreTIng—The—reSUHS—Of— % 1//init: 0% user + 0% kernel / faults: 1 minor

a4 3

o B% 7574/com.google.android.gms: 0% user + 0% kernel / faults: 374 minor
Th|S'CommOnd B% 20827 kworker/@:0: 0% user + 8% kernel

0% 3811/com.sec.imsservice: 0% user + 0% kernel / faults: 44 minor

B% 2824/android.hardware.graphics.composer@?.l-service: 8% user + 8% kernel
B% 7589/com.google.android.gms.persistent: 0% user + 0% kernel / faults: 33
0% 1448/tee scheduler: 0% user + 8% kernel

minor




dumpsys dbinfo -v

List all databases for each package

patabase files in fdatafuser/e/com.facebook.katana/databases:

IdleProfiler.db
IdleProfiler.db-journal
Marketplace.db
Marketplace.db-journal
onkemandresources.db

onDemandresources.db-journal

REStorage
RKStorage-journal
admined_pages_db
admined_pages_db-journal
admined_pages db-uid
ads_db

ads_db-Jjournal
app_updates_db
app_updates_db-journal
composer_db
composer_db-journal
composer_db-uid
compost_drafti_db
compost_dratt_db-journal
compost_dratt_db-uid
contact_ranking_db
contact_ranking_db-journal
contact_ranking_db-uid
contacts_db2
contacts_db2-journal

15334b
12824b
28672b
21822b
32762b
cl12e8ab
24576b
16928b
28672b
1e928b
ab
327e8b
1e928b
16334b
g72eb
49152b
18248b
1]
28672b
16922b
1]
36364
188220
1]
g1928b
16822b

ctime=2821-85-23T88:!
ctime=2821-85-23TBE "

ctime=2821-84-85T15:
ctime=2821-84-85T15:
ctime=2821-82-85T12:
ctime=2821-82-85T12:
ctime=2828-89-28T89:
ctime=2828-89-28T89:
ctime=2828-83-27T14:
ctime=2828-83-27T14:

ctime=2819-85-86TBE:17:

ctime=2821-83-27T15:
ctime=2821-82-85T11:
ctime=2819-84-29T13:
ctime=2819-84-29T13:
ctime=2821-84-85T11:
ctime=2821-84-85T11:
ctime=2828-89-81T28:
ctime=2821-81-25T18:
ctime=2821-81-25T18:
ctime=2819-85-18T21:
ctime=2821-82-82T82:
ctime=2821-82-82T82:
ctime=2819-84-29T13:
ctime=2821-86-81T19:

ctime=2821-86-81T19:

7 mtime=2821-85-23Ta8:]
7 mtime=2821-85-23TA8: ]
F mtime=2821-84-85T15:17:3
mtime=2821-84-g6T15:!
7 mtime=2821-82-85T12:
7 mtime=2821-82-85T12:
7 mtime=2828-809-28T89:
7 mtime=2828-89-28T89:
7 mtime=2828-83-27T14:
7 mtime=2828-83-27T14:
1Z mtime=2819-85-2cTEE
7 mtime=2821-83-27T15:
17 mtime=2821-82-85T11:
7 mtime=2819-84-29T13:
7 mtime=2819-84-29T13
7 mtime=2821-84-85T11
7 mtime=2821-84-85T11
7 mtime=2828-80-81T28:
17 mtime=2821-81-25T18:
7 mtime=2821-81-25T13:686:
mtime=2819-85-18T21:39:
7 mtime=2821-82-82T82:
7 mtime=2821-82-82T82
7 mtime=2819-84-29T13
7 mtime=2821-28c-81T19:
7 mtime=2821-86-81T149:

atime=2828-11-15T21:
dtime=2828-11-15T21:
dtime=2828-85-18T17 !
atime=2828-85-18T17::
gtime=2819-84-29T13:
gtime=2819-84-29T13:
gtime=2819-84-38T12:
gtime=2819-84-38T12:
gtime=2828-89-81T28:
gtime=2828-89-81T28:

dtime=2819-85-86TRE:17:

gtime=2819-12-86T13:
gtime=2819-12-86T13:
gtime=2819-84-29T13:
gtime=2819-84-29T13:
gtime=2828-89-81T28:
atime=2828-289-81T28:
gtime=2828-89-81T28:

atime=2828-89-82T28:3
atime=2828-89-82T28: 3

atime=2819-85-18T21:
gtime=2819-84-29T13:
atime=2819-84-29T13:
gtime=2819-84-29T13:

atime=2821-84-85T15:17:
dtime=2821-84-85T15:17:




dumpsys diskstats

Modifica Visualizza Terminale Schede Aiuto

mattia@ubuntu:-% adb shell

 Disk usage stafs alylBlte:/ § dumpsys diskstats
Latency: 1ms [512B Data Write]
Recent Disk Write Speed (kB/s) = 4943
*  System, Cache and Datg e / 54882732K total = 56% free
*  App size (Data and Cache) Cache-Free: 31173500K / 54882732K total = 56% free
* Photos System-Free: 164332K / 3861416K total = 4% free
« Videos App Size: 16681532416
* Audio App Data Size: 6525218816
« Download App Cache S1ize: 2269323264
Photos Size: 1289785344
Videos Size: 8985444352
Audio Size: 113908976
Downloads Size: @
System Size: 12519559168
Other Size: 1706917888



dumpsys diskstats

Package Name: com.facebook.katana
Package Size=142966784 bytes

Data S1ze=76701696 bytes

« Per-package stafs Cache Size=2088960 bytes
Total Size=221757440 bytes

Package size
Data size Package Name: com.androld.chrome

Cache si _
To?; S?Z:ZG Package Size=76193792 bytes
Data Si1ze=7602176 bytes

Cache S1ze=819200 bytes
Total Size=84615168 bytes




dumpsys nofification

AppSettings: com.android.
NotificationChannel{mId="web
NotificationChannel{mId="web http5' rnlapamall com; 1%?89 Bl 81987922', mHame col.
NotificationChannel{mId="web httpS.;;www.tuttﬂgreen.1t,13252“95r?3349154 , miame=wnyg. . .
NotificationChannel{mId="web|https://
NotificationChannel{mId="web|https://blog.giallozafferano.it;13282927632385357", :
NotificationChannel{mId="web]https://rep.repubblica.it;13283245567316699", mName=re
NotificationChannel{mId="web|https://healthygeorge.com;13252119844922837", mName=he:
NotificationChannel{mId="web|https://leroymerlin-by.accengage.net;13225494587056328 mhlame=1e
NotificationChannel{mId="web|https://www.jacadi.it;132331931946689281", mName=www. .. J mDescript

AppSettings: com.microsoft.office.outlook (18183)

NotificationChannel{mId="v2.in_app support®', mName=Sup..., mDescription=, mImportance=4, n
NotificationChannel{mId="v2.MAIL:account_32768", mName=Pos..., mDescription=, mImportance
NotificationChannel{mId="v2.MAIL:account 32769", mName=Pos..., mDescription=, mImportance
NﬂtiFicatiﬂnEhannel{mId='vE.inFﬂ', miame=Inf..., mDescription=, mImportance=2, mBypassDnd
NotificationChannel{mId="v2.downloads"', mName=Dow..., mDescription=, mImportance=2, mBypa
NotificationChannel{mId="v2.EVENT REMINDER:account 1°', mMName=Pro..., mDescription=, mImpor
MotificationChannel{mId="v2.EVENT REMINDER:account 32768°, mName=Pro..., mDescription=, m
NotificationChannel{mId="v2.EVENT _REMINDER:account 32769°, mMame=Pro..., mDescription=, m
NotificationChannel{mId="v2.MAIL:account_ 1", inid

HﬂtiFicatiﬂnEhannElEPﬂup{mId='accﬂunt_ST’JE mhame=Google - @gmail.com
NotificationChannelGroup{mId="account_ 327 EG', mhame=0utlook - @hotmail.it, mDesc




dumpsys notification --noredact

extras={

android.title=5tring (dottori.it)

android.reduced. images=Boolean (true)

android.subText=5tring (i _ fihotmail.it)

android.template=5tring (android.app.Notification$BigTextStyle)

android.text=5tring (Novita: prenota esami diagnostici e di laboratorio nella tua zona)
android.appInfo=ApplicationInfo (ApplicationInfo{ad4528c2 com.samsung.android.email.providerl})
android.showlWhen=Boolean (true)

.bigText=5tring (Movita: prencta esami diagnostici e di laboratoric nella tua zona
Da oggi su dottori.it potrai prencotare anche prestazioni diagnostiche e analisi di laboratoric nei migliori centri vicino a te
Novita: Prenctazione di Esami Diagnostici e Analisi di Laboratoric

extras={

android.title=5tring (YouTube)

android.reduced. images=Boolean (true)
android.subText= StFlHE (.___.__i__. —— mail.com
android.template=String (android.app. HntlflcatlnniﬂlgTextStylej
android.showChronometer=Boolean (fTalse)

android.pecple.list=Arraylist ([android.app.Perscnie3d3b935])
android.text=SpannableString (Modifiche ai Termini di serwvizio di YouTube)
android.progress=Integer (@)

android.progressMax=Integer (@)

android.appInfo=ApplicationInfo (ApplicationInfo{cb79c56 com. gnngle android.gm})
anarolid. showWnen=noolean (true)

android.largeIcon=Icon (Icon(typ=BITMAP size=185x185))
android.bigText=SpannableString (Modifiche ai Termini di serwvizio di YouTube




dumpsys package

Package
userId=10182

legacyNativelibraryDir= /datafappfcom whatsapp WnAJ8_h-4HBOQoEJwbggIw==/11ib
primaryCpuAbi=armé64-v8a

secondaryCpuAbi=null

versionCode=211016007 minSdk=16 targetSdk=29

versionName=2.21.10.16

dataDir= fdatafuserfafcom whatsapp

TPBoT = arge, xlarge, resizeable, anyDensity]

usesOptionallibraries:
com.sec.android.app.multiwindow
org.apache.http.legacy

useslLibraryFiles:
/system/framework/org.apache.http.legacy.jar

timeStamp=2021-06-01 17:17:20

firstInstallTime=2019-04-29 15:35:53

lastUpdateTime=2021-06-01 17:17:22




dumpsys package

install permissions:

com.google.android.c2dm.permission.RECEIVE: granted=true
android.permission.USE_CREDENTIALS: granted=true
android.permission.MODIFY_AUDIO SETTINGS: granted=true
com.google.android.providers.gsf.permission.READ_GSERVICES: granted=true
android.permission.MANAGE_ACCOUNTS: granted=true
android.permission.NFC: granted=true
com.sec.android.provider.badge.permission.READ: granted=true
android.permission.CHANGE_NETWORK_STATE: granted=true
android.permission.FOREGROUND_ SERVICE: granted=true
android.permission.WRITE_SYNC_SETTINGS: granted=true
android.permission.RECEIVE_BOOT_COMPLETED: granted=true
com.whatsapp.permission.BROADCAST: granted=true
com.android.launcher.permission.UNINSTALL_ SHORTCUT: granted=true
android.permission.READ_PROFILE: granted=true
android.permission.BLUETOOTH: granted=true
android.permission.GET_TASKS: granted=true
android.permission.AUTHENTICATE_ACCOUNTS: granted=true
android.permission.INTERNET: granted=true
android.permission.USE_FULL_SCREEN_INTENT: granted=true




dumpsys package

android.

android

android.

android

android.
android.
android.
android.

android

android.

android

android.

android

android.

runtime permissions:

.permission.
.permission.
.ANSWER_PHONE_CALLS: granted=false, flags=[ USER_SENSITIVE WHEN_GRANTED|USER_SENSITIVE_WHEN_D

permission

.permission.
permission.
.permission.
.ACCESS_COARSE_LOCATION: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHE

permission

permission.
.SEND_SMS: granted=true, flags=[ USER_SENSITIVE_ WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED|RESTR
.CALL_PHONE: granted=false, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED]

permission
permission

.permission.
.CAMERA: granted=true, flags=[ USER_SENSITIVE WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED]

permission

.permission.
.WRITE_EXTERNAL_STORAGE: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE WHE

permission

.permission.
permission.

READ_CALL_LOG: granted=false, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED
ACCESS_FINE_LOCATION: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_ WHEN_

READ_PHONE_NUMBERS: granted=false, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_D
RECEIVE_SMS: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED|RE
READ_EXTERNAL_STORAGE: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN

READ_PHONE_STATE: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_DENI

WRITE_CONTACTS: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED
GET_ACCOUNTS: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_ WHEN_DENIED]

RECORD_AUDIO: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED]
READ_CONTACTS: granted=true, flags=[ USER_SENSITIVE_WHEN_GRANTED|USER_SENSITIVE_WHEN_DENIED]




dumpsys usagestats

user=e
Last 24 hour events (timeRange="1/6/2821, 16:13 - 2/6/2821, 16:13" )

time="2821-26-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-81
time="2821-86-21
time="2821-86-21
time="2821-86-81
time="2821-26-81
time="2821-26-81
time="2821-26-81
time="2821-286-82
time="2821-286-82
time="2821-286-82
time="2821-286-82
time="2821-286-82
time="2821-286-82
time="2821-286-82
time="2821-85-82
time="2821-85-82
time="2821-85-82
time="2821-86-82

16:32 89"
16:32:18"
16:32:18"
1g:32:11"
16:32 48"
16:32:41"
16:32:52"
16:32:52"
16:32:52"
16:32:52"
1g:32:52"
16:33:568"
16:33:568"
17:38:37"
17:38:37"
17:3 37"
17:47 48"
18:37:39"
ggii1g:15"
g3:g1:37"
g3:31:38"
g3:31:38"
Bul:31:41"
geil727"
geil17:28"
gei17:28"
gE:17:358"
gg:17:38"
g9 :48:18"

type=SCREEN_INTERACTIVE package=androld flags=exg

type=MOWVE_TO_FOREGROUND package=org.torproject.torbrowser class=org.mozilla.fenix.HomeAactivity flags=8x8
type=STANDBY BUCKET_CHANGED package=com.google.android.gst standbyBucket=18 reason=u-si flags=ex8
type=NOTIFICATION _INTERRUPTION package=androld {flags=8x8

type=5CREEN_NON_INTERACTIVE package=android flags=8x8

Type=MOVE_TO_BACKGROUND package=org.torproject.torbrowser class=org.mozilla.fenix.HomeAactivity flags=8x8
tType=SCREEN_INTERACTIVE package=androld flags=exg

tType=MOVE_TO_FOREGROUND package=org.torproject.torbrowser class=org.mozilla.fenix.HomsAactivity flags=8x8
Type=NOTIFICATION_SEEN package=org.torproject.torbrowser flags=8x8

Type=NOTIFICATION_SEEN package=com.wssyncmldm flags=8x8

tType=NOTIFICATION _INTERRUPTION package=com.wssyncmldm flags=2xge

type=SCREEN_MON_INTERACTIVE package=android flags=gxe

type=MOVE_TO BACKGROUND package=org.torproject.torbrowser class=brg.muzilla.Fenix.kumeﬂctivity flags=gxg
Type=STANDBY BUCKET _(HANGED package=com.android.systemul standbyBucket=18 reason=u-si flags=gxe
Type=STANDBY BUCKET (HANGED package=com.google.android.ext.services standbyBucket=18 reason=u-si flags=gx@
type=STANDBEY BUKET CHANGED package=com.samsung.android.providers.context standbyBucket=18 reason=u-si flags-8x8
type=NOTIFICATION INTERRUPTION package=de.axelspringer.yana.zeropage flags=2xe

type=STANDBEY BUWKET CHANGED package=crg.torproject.torbrowser standbyBucket=28 reason=u-at flags=8xe
type=NOTIFICATION INMTERRUPTION package=org.torproject.torbrowser flags=2xg

type=STANDBY_ BUWKET _CHANGED package=com.samsung.android.app.clockpack standbyBucket=28 reason=t flags=8x@
type=STANDBY BUWKET _(HANGED package=com.android.providers.blockednumber standbyBucket=28 reason=t flags=8x8
type=STANDBY _BUWKET _CHANGED package-com.android.providers.userdictionary standbyBucket=28 reason=t flags=8x@
type=STANDBY BUCKET_CHANGED package=com.sec.androld.provider.badge standbyBucket=28 reason=t flags=8x8
type=STANDBY BUCKET_CHANGED package=org.torproject.torbrowser standbyBucket=48 reason=p tlags=8x8
type=STANDBY BUCKET_CHANGED package=com.androld.providers.blockednumber standbyBucket=18 reason=u-si flags=ex@
type=STANDBY BUCKET_CHANGED package=com.androld.providers.userdictionary standbyBucket=18 reason=u-si flags=8xg8
tType=STANDBY BUCKET_CHANGED package=com.sec.androld.provider.badge standbyBucket=18 reason=u-s51 flags=8x8
type=NOTIFICATION_INTERRUPTION package=de.axelspringer.yana.zeropage flags=exe

tType=SCREEN_INTERACTIVE package=androld flags=exg




dumpsys usagestats

In-memory

. samsung. android. provider.filterprovi "gg:8e" lastTime="1978-21-81 @1:88:88" appLaunchCount=8
.raider totalTim stTi 78-81-81 81:88:88" appLaunchlount=8
sflp2 tltalTlmF— cH lﬂa Time="1978-81-81 81l:88:88" appLaunchlount=0
trtalTlm stTi 978-21-21 21:22:88" appLaunchlount=8
hCount=8
g-81-81 8l:88 appLaunchCount=0
28" appLaunchlount=8
ing totalTim g:88" lastTime 978-21-21 21:22:88" appLaunchCount=e
inleads totalTime="g8:88" lastTime -21-81 e1:8e:88" appLaunchCount=8
app.samsungapps totalTime="8g:88" lastTime 21-85-82 -t } unt=e
container totalTime="eg:88" lastTime= H
8" lastTime 21-21 @1 8" appLaunchCount=g
1578-281-281 21:88 3 unt=0
chCount=8
appLaunchCount=2
21-21 @l:82:828" appLaunchlount-=2
78-81-81 g1:88:88" appLaunchCount=2
2021-85-82 13:24:42" appLaunchlount=2
appLaunthnunt a8

L]

n

[ ]

ool oo omoooo
o

.android.stk ime="8a: i ﬁl ﬁl ﬁl.BB.BB" appLaun
. samsung.and 1P ep i tutalTimE:"EE:BB" lastTime="1978-81-81 @1:88:88" appLaunchlount=8

197@-21-81 @ & p nt=8
lastTimE_ -81 21: appLaunchCount=8
978-81-21 21:88:88" applLaunchCount=2

alTime="88 stTime=": 1-8: appLaunchC
totaltime stTi ] 88" appLaunc
android.app.simsettingmgr i " stTi 1978-81-81 @ :228" appLaunchCount=2
ElF.andr 1d gms totalTim 2e stTime="1978-81-21 @81l:88:88" appLaunchlount=2
1 8l:88:88" appLaunch

22:287" lastTime =
impin totalTime="8a: lastTime 7e-21-21 81: appLaunchcount=2
amsung.andro 1) i gg" lastTime="1978-81-81 81:88:88" appLaunchlount=2
2 . sdhms tutalTJm " lastTime="197 1 @l: 8" appLaunchCount=8
aa:aa” lastTimF= 197@-@1-81 @1:808:88" appLaunchEGunt—ﬁ
}E.BB" lastTimF

" lastTime="197@-81-81 & a" appLaun|h|nunt 2
alTime="82:88" lastTim g:828" appLaunchlount=8
.samsung.sec.android.application.csc totalTime="2e:88 laatTimE= 15?5-51-51 g@1:82:88" appLaunchCount=2




dumipsys vibrator

Vibrator Service:
mCurrentvibration=startTime: Jun 2, 2821, 9:49:38 AM,
mCurrenteExternalvibration=null
mvibratorUnderExternalControl=false
mLowPowerMode=false
mHapticFeedbackIntensity=2
mMotificationIntensity=2
mRingIntensity=2

Previous ring vibrations: Previous alarm vibrations:

Previous notification vibra F*f"f‘;c’ggﬁi;i?f‘gﬁiﬂ"“
atarTT?mE: Jun 1, 2821, ctartTime: Jun
startTime: Jun 1, 2821, ctartTime: Jun
startTime: Jun 1, 2821, startTime: Jun
startTime: Jun 1, 2821, startTime: Jun
startTime: Jun 1, 2821, J:E::Himz ;EE
:1'|:E|r"|:T:_lmE: un 2821, startTime: Jun 2821,
startTime: Jun 1, 2821, startTime: Jun 2821,
startTime: Jun 1, 2821,
startTime: Jun 1, 2821,

=4
L=

2821,
2821,
2821,
2821,
2821,
2821,
2821,

Ll
m lm ka

L=

L]

L=

ia

a

o
EE =m

startTime: Jun 2821, 9:
Previous external vibrations:

[+




dumipsys wifi

Wi-Fi is enabled

Verbose logging is off
Stay-awake conditions: 7
mInIdleMode false
mScanPending false

Wi-Fi wvendor: 5.L5I

Dump of WifiConfigManager
WifiConfigManager

2821-86-81T7T15:49:2

2821-86-017T15:49:28
2821-86-017T15:49:208
2821-86-817T15:49:28
2821-86-81T15:49: 28
2821-86-817T15:49:2

?Ezl EE—ElTlS:dB:?E
5:49:208
:49:208
:49:208
:49:28
:49:28
:49:31

[
)

P Pl P oad
(xR a R ww

Dump of WifiGeofenceDB

"WebCube-

LA s Ll R =

(|

Log Begin ----

clearInternalData: Clearing all
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
loadInternalDataFromSharedStore
setletworkSelectionStatus:

1 "EPIFANI_NEW 2.4GEXT"WPA_PSK 1683542883154 @ UNKNOWN
"EPIFANI_MNEW"WPA_PSK 168219275966
BCAA™WPA PSK 15988664472

g
8 8 UNKNOWN
6447244 @ UNKNOWN

"TIM-55571358"WPA_PSK 1612198885991 8 UNKNOWN
"FreeWiFiGenova"NONE 1611483189642 @ UNKNOWN
"UNIEURO_EXPO"WPA_PSK 1612282743632 @ UNKNOWN

internal data

lE :
configKey="TIM-26153181"WPA PSK networ

(N T« B B o T Oy Y VR W N S

"softap BEB9BBBB638Y"NONE
"rnsys"WPA_PSK
"TIM-26153181"WPA_ PSK
"EPIFANI MNEW 2_4GEXT"WPA PSK
"WebCube-BCAA"WPA PSK

"Hotel Trenker"NOMNE
"Gravanella"MNONE
"TIM-55571358"WPA_PSK
"FreeWiFiGenova"NONE
"EPIFANI_NEW"WPA PSK
"UNIEURO EXPO"WPA PSK




dumipsys wifi

ID: 7 |85ID: "TIM-55571358"] PROVIDER-NAME: null BSSID: null FQDM: null PRIO: © HIDDEN: false PMF: false
NetworkSelectionStatus NETWORK _SELECTION ENABLED
hasEverConnected: true
numAssociation 157
ITals millic:1611618187336
creation time=18-12 19:25:25.870

creation millis: 1682523525871
validatedlnternetAccess trusted
macRandomizationSetting: 1
mRandomizedMacAddress: Ba:37:18:4b:eb:f2
KeyMgmt: WPA PSK Protocols: WPA RSN
AuthAlgorithms: OPEN
PairwiseCiphers: TKIP CCMP
GroupCiphers: WEP48 WEP184 TKIP CCMP
GroupMgmtCiphers:

SuitebCiphers:
PSK/SAE: *




BUGREPORT

https://developer.android.com/studio/debug/bug-report#bugreportadb

* A bug report contains device logs, stack fraces, and other
diagnostic information

Capture a bug report using adb

If you have just one device connected, you can get a bugreport using adb as follows:

$ adb bugreport E:\Reports\MyBugReports

D:\platform-tools_r31.0.2-windows\platform-tools>adb bugreport .
/data/user_de/®8/com.android.shell/files/bugreports/bugrepo...ile pulled, © skipped. 28.3 MB/s (4708376 bytes in ©.159s)
Bug report copied to .\bugreport-2021-66-18-16-19-39.zip



BUGREPORT

https://developer.android.com/studio/debug/bug-report#bugreport

Inspect the bug report ZIP file

By default the ZIP file is called bugreport-BUILD_ID-DATE.zip and it may contain multiple files, but the most
important file is bugreport-BUILD_ID-DATE.txt . This is the bug report and it contains diagnostic output for system
services ( dumpsys ), error logs ( dumpstate ), and system message logs ( logcat ). The system messages include

stack traces when the device throws an error, and messages written from all apps with the Log class.

The ZIP file contains a versien.txt metadata file that contains the Android release letter, and when systrace is
enabled, the ZIP file also contains a systrace.txt file. The Sysirace tool helps analyze the performance of your
application by capturing and displaying execution times of your application processes and other Android system

processes.

The dumpstate tool copies files from the device's filesystem into the ZIP file under the Fs folder so you can reference
them. For example,a /dirA/dirB/filecC file in the device would generate an FS/dirA/dirB/fileC eniry in the ZIP
file.

bugreport-NPF26K-2017-03-08-10-57-27

version.txt
systrace.txt
main_entry.txt
FS

proc

data

tombstones
cache
[ recovery

bugreport-NPF26K-2017-03-08-10-57-27.txt

Figure 3. Bug report file structure




BUGREPORT

hitps://source.android.com/setup/contribute/read-bug-reports

Reading Bug Reports

Bugs are a reality in any type of development—and bug reports are critical to identifying and solving problems. All
versions of Android support capturing bug reports with Android Debug Bridge (adb); Android versions 4.2 and higher
support a Developer Option for taking bug reports and sharing via email, Drive, etc.

Android bug reports contain dumpsys, dumpstate,and logcat data in text (.txt) format, enabling you to easily searct
for specific content. The following sections detail bug report components, describe common problems, and give helpfu
tips and grep commands for finding logs associated with those bugs. Most sections also include examples for grep

command and output and/or dumpsys output,




PACKAGE MANAGER

https://developer.android.com/studio/command-line/adb#pm

Within an adb shell, you can issue commands with the
package manager (pm) tool fo perform actions and queries on
app packages installed on the device

While in the shell, the syntax is:



a7y18lte:/ $ pm list users
om list users
sers:

UserInfo{@: _ : -f&:lE} running




om list packages -t

« Prints all packages, including their associated APKs (-f)

a7yl8lte:/ $ pm list packages -f

pm list packages -f

package:/system/app/FilterProvider/FilterProvider.apk=com.samsung.android.provider.filterprovider

package: /system/app/RoseEUKor/RoseEUKor . apk=com.monotype. android. font. rosemary
package:/system/app/AutomationTest_FB/AutomationTest_FB.apk=com.sec.android.app.DataCreate

package: /system/priv-app/CtsShimPrivPrebuilt/CtsShimPrivPrebuilt.apk=com.android.cts.priv.ctsshim
package:/system/priv-app/GalaxyAppsiidget_Phone_Dream/GalaxyAppsiWidget Phone_Dream.apk=com.sec.android.widgetapp.samsungapps
package: /system/priv-app/SmartSwitchAssistant/SmartSwitchAssistant.apk=com.samsung.android.smartswitchassistant
package:/system/app/SetupWizardlLegalProvider/SetupWizardLegalProvider.apk=com.sec.android.app.setupwizardlegalprovider
package: /data/app/com.google. android. youtube-shAPivVABnGhL_TF7mmByQ==/base.apk=com.google.android.youtube
package:/system/priv-app/Finder/Finder.apk=com.samsung.android.app.galaxyfinder

package: /system/priv-app/NSFusedlLocation v5.8 UPG/NSFusedlLocation v5.8 UPG.apk=com.sec.location.nsflp2

package: /data/app/com. samsung.android.themestore-0uDo6-mvvGQ1lj9dMLgF7TA==/base.apk=com. samsung. android.themestore
package:/system/app/ChromeCustomizations/ChromeCustomizations.apk=com.sec.android.app.chromecustomizations

package: /data/app/com. samsung.android. app.aodservice-w3q_MkZ b6rUjBWAdOuXKg==/base.apk=com.samsung.android.app.aodservice
package: /data/app/app.spiaggia.ti-zzZkYGGZ21i7P4bjfHe7Z5w==/base.apk=app.spiaggia.ti



om list permissions -f

Prints all known permissions, including all related information (-f)

1|a7y18lte:/ $ pm list permissions -f
pm list permissions -f
All Permissions:

+ permission:com.samsung.knox.securefolder.switcher.knoxusage.knoxusage.KNOX_USAGE_PROVIDER_READ
package:com.samsung.knox.securefolder
label:com.samsung.knox.securefolder.switcher.knoxusage.knoxusage.KNOX_USAGE_PROVIDER_READ
description:null

protectionLevel:signature|privileged

+ permission:com.google.android.gms.auth.api.phone.permission.SEND
package:com.google.android.gms

label :null

description:null

protectionLevel:signature

+ permission:android.permission.REAL_GET_TASKS

package:android

label :null

description:null

protectionLevel:signature|privileged

+ permission:com.sec.android.emergencymode.permission.MODIFY_LOCATION_PROVIDER
package:com.sec.android.emergencymode. service

label:null

description:null

protectionLevel:signature|privileged




ANDROID BACKUP

 Now deprecated, but still working with latest ADB release

adb backup [-f <file>] [-apk]|-noapk] [-obb|-noobb] [-shared|-noshared] [-all] [-system|-nosystem] [<packages...

- write an archive of the device's data to <file>.

If no -f option is supplied then the data is written

to "backup.ab" in the current directory.

(-apk|-noapk enable/disable backup of the .apks themselves
in the archive; the default is noapk.)

(-obb|-noobb enable/disable backup of any installed apk expansion
(aka .obb) files associated with each application; the default
is noobb.)

(-shared|-noshared enable/disable backup of the device's
shared storage / SD card contents; the default is noshared.)

(-all means to back up all installed applications)

(-system|-nosystem toggles whether -all automatically includes
system applications; the default is to include system apps)

(<packages...> is the list of applications to be backed up. If
the -all or -shared flags are passed, then the package
list is optional. Applications explicitly given on the
command line will be included even if -nosystem would
ordinarily cause them to be omitted.)



DROID BACKUP

adb backup -all -shared -system -keyvalue -apk -f backup.ab
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PULL

https://developer.android.com/studio/command-line/adb#copyfiles

Use the pull and push commands to copy files to and from a
device

To copy a file or directory and ifs sub-directories from the
device

i
adb pull



Partial File System

We can pull

« [system folder, that contains the OS

« /sdcard folder, that points to the emulated storage folder
and contains media and other files

The /data folder requires root access, but some files are always
accessible

 APKs in /data/app/<package_name>

- /data/system/viderrors.ixt



APKSs

 We can pull system and user-installed APKs
 Run pm list packages —-f <package name> 1o obtain the path

 Run adb pull <path_to_APK> 1o exiract the file

C:\ForensicTools\ADB>adb shell pm list packages -f app.spiaggia.ti
package:/data/app/app.spiaggia.ti-zzZkYGGZ21i7P4bjfHe7Z5w==/base.apk=app.spiaggia.ti

C:\ForensicTools\ADB>adb pull -p -a /data/app/app.spiaggia.ti-zzZkYGGZ217P4bjfHe7Z5w==/base.apk
Transferring: 16301647/16301647 (106%)
5859 KB/s (16301647 bytes in 2.716s)




Android Triage

https://blog.digital-forensics.it/2021/03/triaging-modern-android-devices-aka.html

Bash script to extract data from an Android device

Download — dialog « android_triage_1.sh — 80x24

Android triage

Android triage 1.8 - 26210313
Choose an option:

ollect basic information

Execute live commands

Execute package manager commands
Execute bugreport and dumpsys
Acquire an ADB Backup

Acquire /system folder

Acquire /sdcard folder

Extract APK files from /data foclder
Extract data from content providers
Y(+) 81%

™ <Cancel>

i
2
3
4
5
6
7
8
9




Android Triage

Download android_friage.sh from
Nttps://githubb.com/RealityNet/android_triage
Run sudo apt-get install dialog

Run sudo apt-get install android-tools-adb
Run chmod +x android_triage.sh

Activate ADB on the Android Device
Connect and pair the Android Device and
the host

Run ./android_triage.sh




[ON

On I0S devices there are no native methods to interact with a
“shell”

The best suite of tools to interact at a low-level is
Libimobiledevice

It includes various command line utilities that can be used o
extract:

« Device information

« Disk usage

« Bafttery information

« |nstalled applications

« Crash logs and sysdiagnose



devicename
device Id -l
devicedate

ChAWindows\System32\cmd.exe

C:\ForensicTools\imobiledeviceridevicename
ITPhonel12

C:\ForensicTools\imobiledevice>»idevice id -1
88685161 -68050C423E81061E

C:\ForensicTools\imobiledevice>idevicedate
Mon Jun 7 16:12:21 ora legale Europa occidentale 2621

C:\ForensicTools\imobiledevice>



<key>AmountDataAvailable</key>
<integer>54635626496</integer>
<key>AmountDataReserved</key>
<integer»>2089715200</integer:»
<key>AmountRestoreAvailable</key
<integer>62294749184</integer>»
<key>CalculateDisklUsage</key>

<string>0kilyDokily</string>»
<key>CalendarUsage</key>
<integer»>26255360</integer:»
<key>Cameralsage</key>»
<integer:»221313575808</integer:
<key>MediaCachelsage</key>
<integer»192512</integer:>

</data>

<key>NotesUsage</key>
<integer»8</integer:»
<key>PhotolUsage</key>
<integer»22131357580</integer>
<key>TotalDataAvailable</key>
<integer>55185981448</integer>»
<key>TotalDataCapacity</key>
<integer»>128421572608</integer>»
<key>TotalDiskCapacity</key>
<integer>128000000000</integer:
<key>TotalSystemAvailable</key>
<integer»8</integer>
<key>TotalSystemCapacity</key>
<integer»7449407488</integer>
<key>VoicemailUsage</key>
<integer>»8</integer>
<key>WeblppCachelsage</key>
<integer»8</integer:»




:\ForensicTools\imobiledevice»ideviceinfo -q com.apple.purplebuddy -x

2xml version="1.8" encoding="UTF-8"2>

IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.8//EN" "http://www.apple.com/DTDs/PropertylList-1.8.dtd">»
plist version="1.8">

dict>»

<key>RestoreState</key>
<string>RestoredFromiTunesBackup</string>»
<key>SetupState</key>
<string>RestoredFromiTunesBackup</string>»




:\ForensicTools\imobiledevice>ideviceinfo -q com.apple.mobile.backup -x
2xml version="1.8" encoding="UTF-8"2>
IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.8//EN" "http://www.apple.com/DTDs/Propertylist-1.8.dtd">
plist version="1.8">
dict>»

<key>CloudBackupEnabled</key>

<true/>»

<key»LastiTunesBackupDate</key>

<integer>6447703082</integer:>

<key»LastiTunesBackupTi</key>

<string>GMT+2</string>»

<key>RequiresEncryption</key>

<integer»8</integer>»

<key>Version</key>»

<string»2.8</string>»

<key>WillEncrypt</key>»

<true/>»




:\ForensicTools\imobiledevice»ideviceinstaller -1 -o list system
FBundleIdentifier, CFBundleVersion, CFBundleDisplayName
.apple.CheckerBoard, "1", "CheckerBoard"
.apple.iMessagelppsViewService, "1", "iMessageAppsViewService”
.apple.MobileAddressBook, "1.8", "Contacts”
.apple.Passbook, "1.8", "Wallet”
.apple.CTCarrierSpacefuth, "1", "CTCarrierSpacefuth”
.apple.CoreAuthUI, "827.106.23", "User Authentication™
.apple.5creenTimeWidgetApplication, "497.4.6", "Screen Time"
.apple.webapp, "611.1.21.8.13", "Web"

.apple.ctkui, "1", "CTKUISerwvice"”
.apple.HealthENLauncher, "1", "Exposure Notifications”
.apple.MailCompositionService, "3654.808.8.1.61", "Mail”
.apple.dt.XcodePreviews, "18696.588", "Xcode Previews”
.apple.FTMInternal, "1", "FTMInternal-4"
.apple.PassbookBanner, "1", "PassbookBanner"”

.apple.Magnifier, "1", "Magnifier”
.apple.Diagnostics, "1", "Diagnostics”™
.apple.purplebuddy, "1.8", "Setup”




:\WForensicToolsh\imobiledevicerideviceinstaller -1 -o list user
FBundleIdentifier, CFBundleVersion, CFBundleDisplayName
com.Beebit.RadioNostalgiaToscana, "34", "RadiolNostalgia”
LiveScore, "359", "LiveScore"
com.skype.skype, "8.71.8.47", "Skype"
com.tinyspeck.chatlyio, "415187", "Slack”
com.fattureincloud.fattureincloud2, "276", "Fatture In Cloud"”
com.vivino, "261", "Viwvino"
com.logmein.logmein, "4.1.8766", "LogMeIn"
com.google.Authenticator, "3.1.4481", "Authenticator”
pinterest, "4", "Pinterest”
at.runtastic.gpssportapp, "11.25.1.6239", "Running”
com.sibersystems.RoboForm, "914.2", "RoboForm”
net.iscannerapp.free2, "4.15.2", "Scanner App"
com.wearezeta.zclient.ios, "4551", "Wire"
com.mywickr.wickr, "506077008060002", "Wickr Me"
it.cartasi.mobile.iPhone, "2", "NexiPay"
com.spotify.client, "B63886968", "Spotify”
inps.artcom2819, "2826063126", "INPS Cassetto Art Com”




<string>Apple iPhone 05 Application Signing</string>»
<key>ITSDRMScheme</key>

<string>v2</string>»

<key>DTXcodeBuild</key>

<string»>12D4e</string>

I__,'J'
|{String}fprivatefvar!containEPSIBundleprplicationfDEBAABBE—FBF4—4EZC—BB#Q—?EQFF?FBFCAB!TElegram.app{fﬁtring}I
Fa

<dict>

<key>CFFIXED USER_HOME</key>
¢string>»/private/var/mobile/Containers/Data/Application/CDD953D2-66AA-4E33-9D34-F8BDEL17C2486<//string>
<key>TMPDIR</key>

{key)HﬁHE(!key)
<string»/private/var/mobile/Containers/Data/Application/CDD953D2-66AA-4E33-9D34-F8BDEL17C2486</string>

</dict>
<key>CFBundleNumericVersion</key>
<integer»@</integer>»
<key»SequenceNumber</key:»
<integer»344</integer>»
<key>IsDemotedApp</key>
<false/>»
<key>CFBundleIdentifier</key>
<string>ph.telegra.Telegraph</string>»
<key>»NSUserActivityTypes</key>
<array»
<string»>INSendMessageIntent</string>»
<string>RemindAboutChatIntent</string>»
<farray>»




<key>CFBundlePackageType</key>
<string>APPL</string>
<key>UIlLaunchStoryboardiames</key>»
<string>LaunchScreen</string>»
<key>DTXcode</key>»
<string>1248</string>
<key»GroupContainers</key>

<dict>

<key>group.ph.telegra.Telegraph</key>
<string>/private/var/mobile/Containers/Shared/AppGroup/778487D6-A24C-4D91-993F-BF7E2ES59E9FE</string>

</fdict>

<key>»NSLocationAlwaysUsageDescription</key>

<string>When you send your location to your friends, Telegram needs access to show them a map. You also need this to send locations from an Apple Watch.</string»

<key>DTPlatformVersion</key>»

<string>14.4</string>

<key>DTSDKBuild</key>

<string>18D46</string>

<key»UIStatusBarStyle</key>

<string>UIStatusBarStyleDefault</string»

<key>»NSSiriUsageDescription</key>»

<string>You can use Siri to send messages.</string>»

<key>LSRequiresIPhone0S</key>

<true/>»

<key>»NSCameraUsageDescription</key>

<string>We need this so that you can take and share photos and videos.</string>

<key>UISupportedDevices</key>

<array>
<string>iPhonel8,2</string>»
<string>iPhonel18,3</string>
<string>iPhonel8,5</string>
<stringriPhonel@,6</string>
<stringriPhonell, 2</string>
<string»iPhonell,4</string>
<string»>iPhonell,6</string>
<string>iPhonel2,3</string>»
<string>iPhonel2,5</string>
<string>iPhonel3,1</string>»
<string>iPhonel3,2</string>»
<string»iPhonel3, 3</string>
<string»iPhonel3,4</string>
<string»iPhone8, 2</string>
<string>iPhone9,2</string>
<string>iPhone9,4</string>»

<farray>
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DGB8

B

Settings

Sounds & Haptics
Do Not Disturb

Screen Time

General
Control Centre
Display & Brightness

Home Screen

®

Accessibility

> &

.

Wallpaper

Siri & Search

Face ID & Passcode
Emergency SOS
Exposure Notifications
Battery

Privacy

18:46
< Settings Accessibility

Accessibility features help you customise your iPhone to
your individual needs.

VISION
VoiceOver
Zoom
Magnifier

Display & Text Size

806

Motion
Spoken Content

Audio Descriptions

00

PHYSICAL AND MOTOR

18:46

< Accessibility Touch

AssistiveTouch Off

Touch

Face ID & Attention
Switch Control
Voice Control

Side Button

Apple TV Remote

—
DO @0 E

Keyboar d—

AssistiveTouch allows you to use your iPhone if you have
difficulty touching the screen or if you require an adaptive
accessory.

Reachability O

Swipe down on the bottom edge of the screen to bring the
top into reach.

Haptic Touch

Press on the display using a different length of time to
reveal content previews, actions and contextual menus.
Touch Accommodations Off

If you have trouble using the touchscreen, adjust the
following settings to change how the screen will respond
to touches.

Tap to Wake O

Wake the screen when you tap the display.

Shake to Undo O

If you tend to shake your iPhone by accident, you can
disable Shake to Undo to prevent the Undo alert from
appearing.

Vibration O

18:47

< Touch AssistiveTouch

AssistiveTouch O

AssistiveTouch allows you to use your iPhone if you have
difficulty touching the screen or if you require an adaptive
accessory.

Customise Top Level Menu

CUSTOM ACTIONS

Single-Tap Open Menu

Double-Tap Analytics

Long Press None

Custom actions allow you to interact directly with the
AssistiveTouch icon without opening the menu.

CUSTOM GESTURES

New Gesture...

gestures allow you to record gestures that can be
aclivated from Custom in the Menu.

Idle Opacity

POINTER DEVICES

Devices
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AssistiveTouch

Gathering analytics.

AssistiveTouch O

AssistiveTouch allows you to use your iPhone if you have
difficulty touching the screen or if you require an adaptive
accessory.

Customise Top Level Menu

CUSTOM ACTIONS

Single-Tap

Open Menu
Double-Tap Analytics

Long Press None

ith the

CUSTOM GESTURES

New Gesture...

gestures allow you to record gestures that can be
vated from Custom in the Menu.

Idle Opacity

POINTER DEVICES

Devices

AssistiveTouch

Successfully completed gathering analytics.

AssistiveTouch O

] you to use your iPhone if you have
d een or if you require an adaptive
al

Customise Top Level Menu

CUSTOM ACTIONS
Single-Tap Open Menu
Double-Tap Analytics

Long Press None

Custom actions allow you to interact directly with the
AssistiveTouch icon without opening the menu.

CUSTOM GESTURES
Create New Gesture...

Custom gestures allow you to record gestures that can be
activated from Custom in the Menu.

Idle Opacity

POINTER DEVICES

Devices




Idevicecrashreport -k

CAWindows\System32\cmd.exe

C:\ForensicTools\IMOBILEDEVICE>idevicecrashreport.exe -k . “
Copy: /SiriSearchFeedback-2621-85-81-211142.1ips

Copy: /coreduetd.diskwrites_resource-2021-06-06-003624.1ips

Copy: /backboardd.wakeups_resource-2621-85-07-080547.1ips

Copy: /LowBatterylLog-2021-086-05-152147.1ips

Copy: /JetsamEvent-2021-85-82-093941.1ips

Copy: /INPS mobile-2021-85-01-214603.ips

Copy: /backboardd.wakeups_resource-2621-85-01-202568.1ips

Copy: /stacks-2021-06-68-104720.1ips

Copy: /LowBatterylLog-2821-85-27-213536.1ips

Copy: /stacks+routined-2621-85-19-131500.1ips

Copy: /backboardd.wakeups_resource-2821-85-13-883538.1ips

Copy: /LowBatterylLog-2021-85-88-213417.1ips

Copy: /stacks-2021-85-24-110045.1ips

Copy: /ANECompilerService.diskwrites_resource-2021-85-82-130123.1ips
Copy: /apfs_defragd.cpu_resource-2021-05-06-005014.1ips

Copy: /LowBatterylLog-2621-85-24-234833.1ips

Copy: /stacks+routined-20621-06-08-0884037.1ips

Copy: /coreduetd.cpu_resource-20821-85-84-082706.1ips

Copy: /duetexpertd.cpu_resource-2021-05-87-224338.1ips

Copy: /stacks-2021-86-89-184939.419.1ips

Copy: /INPS mobile-2021-05-01-2146600.1ips

Copy: /SiriSearchFeedback-2021-85-81-224529.ips

Copy: /stacks+mediaserverd-2021-©5-01-200114.1ips

Copy: /mlmodelingd.cpu_resource-2021-85-87-223904.1ips

Copy: /backboardd.wakeups_resource-2621-85-02-102218.1ips

Copy: /Analytics-Journal-Daily-20621-85-02-0820023.000.ips.ca

Copy: /WhatsApp.diskwrites_resource-2021-06-03-141426.1ips

Copy: /JetsamEvent-2021-85-01-223818.1ips

Copy: /stacks-2021-85-19-111314.1ips v
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Copy: /Diagnostic Logs/sysd_iagnose/sysdiagnose_ze;z1 .06.09_18-49-39+08200_iPhone-0S_iPhone_18E199.tar.gz
Copy: /LowBatterylog-2671-d6-08-214732.1ps

~ [ate modified

diagnose_2021.06.09_18-49-39+0200_iPhone-05_iPhone_18E199.tar.gz 2 246.814 KB

ioreg
crashes_and_spins
Preferences
summaries

RunningBoard

R -

ASPSnapshots
brctl
WiFi

EIrors

2
26

=]

PaxHeader

—_

Personalization
TimezoneDB
Ij Isaw.csstoredump )30 709 9031040 2021-06-09 18:49
|j taskinfo.tet 34 72 2021-06-09 18:49
|j security-sysdiagnose. et : 77408 2021-06-00 12:49
|j microstackshots 0 3 022 400 2021-06-09 13:50

|j sweutil_show.te 012 34 2672 2021-06-09

I _NR_NG 18,




10S Sysdiagnose references
https://github.com/cheeky4dnémonkey/iOS_sysdiagnose_forensic_scripts

IOS devices have the ability to create numerous logs containing forensically useful information. These logs may
contain volatile information which should be collected ASAP during forensic processing.

Mattia Epifani (Github: mattiaepi, Twitter: @mattiaep) , Heather Mahalik (Github: hmahalik , Twitter:
@HeatherMahalik) and @Cheeky4n6monkey have written a document describing their initial research into these

logs. This document is freely available from:

https://www.for585.com/sysdiagnose




S.IXt

TT STAT STARTED TIME COMMAND
27 10:03FM :09. 3; /sbin/launchd
10:03FPM >
10:03FPM
10:03FPM
10:03FM
10:03PM
10:03PM
10:03PM
10:03FM
10:03FM
10:03FM
10:03FM
10:03FPM
10:03FPM
10:03FPM
10:03FPM
10:03PM
10:03PM
10:03FPM
10:03FPM
10:03FPM
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taskinfo.txt

process: "Telegram" [1981] [unigue ID: 1981]

architecture: armcd

coalition (type 0)

coalition (type 1)

suspend count: 1

virtual bytes: 390.22 GB; phys footprint bytes: 94.8! ; lifetime maximum bytes:
run time: 41895

user/system time (current threads):

;

user/system time (terminated threads):

P-time: 10.593544 s (l6%)
P/E switches: 27867

energy used (nJ): 13299450572
interrupt wakeups: 35907 (93 / 0.26% from platform
default sched policy: POLICY TIMESHARE
CPU usage monitor: 50% CPU over 180 seconds
CPU wakes monitor: 150 wakes per second (over system-default time period)
dirty tracking: untracked dirty
: 0 (0 externalized)




:\ForensicTools\imobiledevice>»idevicebackup2 backup --full .
Backup directory is "."

tarted "com.apple.mobilebackup2™ service on port 52228.
zgotiated Protocol Version 2.1

tarting backup...

Finished

(3.5 MB/3.
(3.5 MB/3.
ERNTER
(3.5 MB/3.
(3.6 MB/3.
ENNTER
(3.6 MB/3.
Finished

] 188% Finished
] 188% Finished
ending '©6068161-80056C423E018061E/Status.plist” (189 Bytes)
ending '©68088161-80056C423E01801E/Manifest.plist’ (138.3 KB)
ending '©6068161-806056C423E01861E/Manifest.db’ (186.4 MB)
Received 67188 files from device.
Backup Successful.
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