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Injection

Broken Authentication

Sensitive Data Exposure

XML External Entities 

Broken Access Control 

Security Misconfiguration

Cross-Site Scripting (XSS)

Insecure Deserialization

Using Components with Known Vulnerabilities

Insufficient Logging & Monitoring

OWASP Top 10 Web Application Security Risks

https://owasp.org/www-project-top-ten/

• Threat Agents / Attack Vectors
• Security Weakness
• Impacts
• Is the Application Vulnerable?

• How to Prevent It

• Example Attack Scenarios

• References

https://owasp.org/www-project-top-ten/
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ASSET-BASED PROTECTION —
ENGINEERING FOR SUCCESS

“Don’t focus on what is likely to happen—
but instead, focus on what can happen and 
be prepared.”

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v1.pdf



Gaining Access – Most Common Vulnerabilities Exploited During Pentesting

▪ Misconfiguration

▪ Kernel Flaws

▪ Buffer Overflows

▪ Insufficient Input Validation

▪ Symbolic Links

▪ File Descriptor Attacks

▪ Race Conditions

▪ Incorrect File & Directory Permissions

Preventing SQL Injection Vulnerabilities

• Avoid dynamically generated SQL statements

• Avoid (or take extra precautions when using) system stored 

procedures that use sp_execute, execute or exec

• Carefully consider permissions

• VALIDATE EVERY USER INPUT

• Use Allow Lists (preferred to Block Lists)

• ID and Properly Escape “special” characters

https://www.youtube.com/watch?v=baY3SaIhfl0

https://www.securityinnovation.com/course-catalog/penetration-testing-fundamentals/

https://www.youtube.com/watch?v=baY3SaIhfl0


Which Errors Are Included in the 
Top 25 Software Errors?

http://cwe.mitre.org/data/index.html
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THREAT MODELING

Attacker Centric Software Centric Asset Centric

Identify Known Vulnerabilities

Identify Threats to the Software System Design

Understand the Risks

Understand the Security Controls to Mitigate Risks

Prioritize Risks

Create Risk Reduction Strategy
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Considerations

Technologies leveraged by the application

Client-Side Databases

REST

Native Programing Languages

Integrations Non-technical Risks:

Loss Theft Delays

The earlier in the development lifecycle a risk can be mitigated the more secure and cost-

effective securing the app will be.





https://www.devseccon.com/devseccon24-2021/

https://www.devseccon.com/devseccon24-2021/


We Hack Purple is a Canadian company 
dedicated to helping anyone and 
everyone create secure software. We 
have an online academy with on-demand 
virtual security training, an online 

community for security professionals to 
connect with their peers and learn, a 
podcast for newcomers to in our 
industry, and a newsletter chock full of 
free content and funny memes.

https://wehackpurple.com/about/

https://academy.wehackpurple.com/
https://community.wehackpurple.com/
https://newsletter.wehackpurple.com/
https://wehackpurple.com/about/








If you code securely, 
you are well-positioned 
to transition into 
cybersecurity.
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Bio

• Independent Contractor

• MUTC CyberAcademy Grad

• WiCyS Mentor

• CyberPatriot Coach

• BHIS Nerd Herder

• GenCyber Instructor
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Animal (Owl, mouse, hedgehog and porcupine) photos courtesy of https://unsplash.com/

Slide deck available at https://github.com/piranhamama/


