


Vigdnin the middle with sslstrip

ng attack using homographs
http:/ /www.thoug

°n in Python
10.9

e attacks involved:

spoofing/poisoning

is-direction and plaintext interception


http://www.thoughtcrime.org/software/sslstrip/
http://www.thoughtcrime.org/software/sslstrip/
http://www.thoughtcrime.org/software/sslstrip/

ARP

ution Protocol (ARP) is a

lons protocol used for

¢ layer addresses into link
ddresses, a ] function in multiple-

networks.

vas defined by RFC 826 in 1982.
ternet Standard STD 37.




'SSLSTRIP

ly hijack HTTP traffic on a
or HTTPS links and redirects,
into either look-alike

links or homoeraph-similar HTTPS

) supports modes for supplying a favicon
h looks like a lock icon, selective logging,
ession denial

= Requirement: Attacker and Victim must be on
the same subnet



ipv4/ip_forward



Step 2

che on victim machine using

0of -i eth0 -t P GATEWAY IP

f is part of the dsniff package with
ilesnarf, mailsnarf, msgsnarf, urlsnarf,
SPY

http:/ /monkey.org/~dugsong/dsniff/

- and w







Step 3

accept and forward interesting

. ROUTING -p tcp --

ation—port 80 - JIRECT --to-ports

ilter, nat, mangle and raw
ting: alter packets before routing them
: redirect packets to primary interface



tep 4

y -w logfile.txt






