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DISCLAIMER

This isn't about the security of the
following products, Jjust how the interface
and user experience 1is implemented. Certain
providers in the list have had major
demonstrated downfalls, attacks, and general
laziness when it comes to implementing good
crypto, they are here to serve as an example
of how to provide a user interface, nothing
more. Don't hurt me.



Most security
programs look like
this:
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Or this:
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With the advent of the
Snowden leaks, people
are finally starting to
take security seriously.

We're about to see a
major influx of
'security'
apps/programs/sites/oils
that a pretty to look
at, easy to use, and,
best of all, utterly
ineffective or
malicious.

People are going to create 'security'
applications and market them to the
general public like we've never seen
before.



Including these guys:

NSAISBYING:)

Reality: These guys will sell and give
away a lot of software to our mothers
and co-workers.



WHY DO WE CARE?

This is already happening:

File and Folder Tasks

Qﬂ Renamne this File

ﬁ Miove Ehis File

D Copy this file

&N Fublish this file to the Weh
(=) E-mail this file

¥ Delete this file

Skype Encryption v2.1
Other Places

@ My Documents

iC3 Shared Documents How It Works

Your Connections &re Mow Completely Encrypted |, Enjoy

W My Computer
‘:ﬂ My Metwark Places

Copyright & 2012 1T Secunty Lab All rights rezered

Details

https://www.eff.org/deeplinks/2012/05/fake-skype-encryption-tool-targeted-syrian-activists-promises-security-delivers


https://www.eff.org/deeplinks/2012/05/fake-skype-encryption-tool-targeted-syrian-activists-promises-security-delivers

WHY DO WE CARE?

Let's make sure the real champions stay on top:
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EXAMPLES TrueCrypt

Volumes Favorites Tools Settings Help

Slot Volume e Mount Directo

':j What is this area for?

-5 Why slots? Why drive letters at all?
“_ There are better ways/flows for a

an |

-3 user to edit these options and view
“ this data.

o 10
o 11
o 12
Create Volume
Violume
e Does anyone even type in here? Select File... Redundant:
: e This choice
3- ¥ Never save history violume Tools Select De»—-uce..:>
should
present
. . Mount Auto-Mount Dewvices Dismount All Exit itself after
Why 1s this even . ;s
an option? Mount' 1is
P ) clicked.

This should be
a hidden option.



TrueCrypt

Errata:

Bad:

e Very text heavy

e Language, language, language.

e In your applications:
Talk to people, not security auditors

e In your documentation:
Talk to security auditors, user's don't
read anything anyway...

e 'Easy buttons' don't exist.

Good:

e Wizard for volume creation is good.



LESSONS LEAR

BE UP FRONT




EXAMPLES GPG




sUserssAdmin>gpg ——help
gpg (GnuPG> 2.0.22 (Gpg4w1n 2.2.1>
libgcrypt 1.5.3

Copyright <G> 2813 Free Software Foundation.
GMU GPL version 3 or later <{http:/ sgnu.oryg-licenses gpl.html>
you are free to change and redistribute it.

to the extent permitted by law.

License GPLw3+:

This

There is

Home =

Pubkey: RSA
Cipher:

Hash:

Compression:

is free software:
NO WARRANTY .

Inc.

GCxlUserssAdminsAppDatasRoaming“gnupg
Supported algorithms:

-~ ELG,. DSA,. 7.
IDEA,. 3DES.
CAMELLIA128.
MD5. SHA1.

BLOWFISH.
CAMELLIA192.
RIPEMD168,. SHA256.
Uncompressed. ZIP. ZLIB. BZIP2

CASTS.

AES .
CAMELLIA256
SHA3B4,. SHAS512. SHAZ224

Syntax: gpg [options] [files]
Sign. check. encrypt or decrypt
Default operation depends on the input data

Commands =

——gign
——clearsign
——detach-sign
——encrypt
——symmetric
——decrypt
—vyerify
—list-keys
—1list-sigs
——check-gigs
—fingerprint
——list-secret—keys
——gen—key
——gen—-revoke
—delete-keys
——delete—secret—keys
—szign-key
——1lzign-key
—edit-key
——passwd
——exXport
—send—keys
—recu—keys
—search-keys
—vrefrezsh-keys
——import
——card-status
——card-edit
——change—pin
—update—trustdh
——print-md
——SePrUEP

Options:

—a,
—p,

——armor
——recipient USER-ID
——local-user USER-ID

—textmode
—output FILE
——verhose
——dry—run
——interactive
——openpgp

make a signature

make a clear text signature
make a detached signature
encrypt data

encryption only with symmetric cipher

decrypt data <default)>

verify a signature

list keys

list keys and 91gnatures

list and check key signatures
list keys and fingerprints

list secret keys

generate a new key pair

generate a revocation certificate
remove keys from the public keyring
remove keys from the secret keyring
91gn a key

91gn a key locally

gign or edit

change a pas:

export keys

export keys

import keys

search for ke

update all ke

import/merge

print the ca

change data

change a cawc

update the ti

print messag

run in serve:

create ascii armored output
encrypt for USER-ID

usze USER-ID to sign or decry
zet compress level to N (B d
use canonical text mode
write output to FILE

verhose

do not make any changes
prompt before overwriting
uge strict OpenPGP hehavior

the man page for a complete listing of all commands

AES192. AES256,. TWOFISH.

[&+ C\Windows\system32\cmd.exe

C:wUserssAdmin>gpy —a ——clearsig

You need a passphrase to unlock the secret key for
uzer: "Tom Webster <{zsamurailinkiBgmail._com>"
2048-hit RSA key. ID 7B74BBAB. created 2813-18-@09

Uerify thiz message?
7

Hash: SHA1l

Uerify thiz message?
BEGIN PGP SIGNATURE
Uersion: GnuPG v2._.8.22 (MingW32)>

iQEcBAEBAgAGBQJS Vel ZAAoJEBLx ikx?dLCr?cwH » izAY ?x5RYQaRUZT LR?f p¥ Ch
kjobjf fTKpGgKf ZQPAuJu2Alozn7e?BGlathA6 I ics4/nIZA+L?T Co?Ac EgoCugll
ArphuAdtYu2?808d?r8mlke GBY aDoKyQBKalx0X0YP1Y +gaDpl +BULt3TH2ZmxZ37?
DEBrUE PgWIGKUaf neM/rKFe?sTD2HJBAMBsUI KLITPE pkgCrdDNY y8Chuh2z=nKy
+x?IHE8LUA??REl1gt 2ZMJo03L7guAdLyggrcAShOwe lue ELY ?5ms y?dGd e B Ju?ch
C32n/3quH+5H8ifUSp4EaCi+H?yRBzjFTDFN55TTTSBZDBHESBaathOHi/H3o=

C:\Users\ﬂdmin)_




GPG

Errata:

Bad:

Command Line
Command Line
Command Line

Good:

Nothing. At all. Ever. Stop it.

Honestly, I use bash daily and I love my terminal, but normal people don't stand for this.



EXAMPLES GEA

A 'little' better...

«* GNU Privacy Assistant - Key Manager
File Edit Keys Windows Server Help

mﬁ@%éﬁoﬂ‘@@|§ﬁi 2 B 0 <

Edit Delete Sion Import Export Brief Detailed Preferences Refresh Files Clipboard Card

ﬁ Key Manager

User Name

='§ F 7B74B0AE Tom Webster <samurailink3@&gmail.com

@ e | & & D

Encrypt Decrypt Preferences Keyring Files Card

The key manager isn't the first thing
people need when this program launches.
+WrgGelcs+gbzSh49Vy /da3cA

open the text conversion window. LIfhsFmyQba5/roeeg +-+5Wyh/OP
bhywG 1gQtp\WP41AHgqgipto

BSYzc SPwvgRnd 7PiaPE +HMIyDXCWHR
FIRTmDMsY X0 +505hfkmGBhCg
+EIDdLAxQHOQbACSOLUx 74+ 7GFa6

) N +YTHMBRCAMTAEPSKzy 3ngLlis
The key has both a private and a public part CGH5QENIPQRCELVINKMK

The key can be used for certification, signing and encryption. DeP1G5d43pFzgqva SHA2ZMDS
User name: Tom Webster <samurailink3@gmail. com > qadLLgglO+mJgCICH/u4Q05

Key ID: 7B74B0AB UFCM+t3bdpWPDwYiMIhMp
Fingerprint: 9484 14A2 01E2 A960 0631 30E6 12F1 8A4C 7874 BOAB IqaTONTnUbGg +H0AChokEBs4p

Expires at: never expires PEMeghA -HPv3DgTRo9gWB325eH
Owner Trust: Ultimate pZTYo38vc28F
Key validity: Fully valid
Key type: RSA 2043 bits
Created at: 2013-10-09

Doesn't wrap to email
length, breaking sigs
in most clients :(

Selected default key: ailink3@gmail.com =

There are better
ways to do per-file
encryption. Stop
this madness.




GPA

A 'little' better...

Errata:

Bad:

e Looks like it's from 1996

e File encryption area confuses
users and offers no
explanations at all

» Key-manager-as-default puts
off users who just want to
send a secure message

e If you think this will
copy/paste into an email
client nicely, you're gonna
have a bad time.

Good:

« The buttons up top are nice



LESSONS LEARNED

3. PEOPLE USE SOFTWARE
DEVELOPERS USE LIBRAR




SpiderOak

PREFERENCES ACCOUNT HELP

n
I
i
7.
=
m
L
I
B
m

Devices
' r
1 Manacotti
1 BWI LAPPY BACK IUP Activity: Upload complete as of wWed Oct 9 20:07:34 2013
Currenthy Uploading: 0 itermns
s Mty Ml (I ltems Remaining: 0 iterns (0 bytes)

1 Lasagna Backup Schedule: Frequency - Automatic

SYMNC Activity: Syncs Complete
# of Syncs: 5

- Sync Schedule: Frequency - On Backup Schedule |

HHHHHHHHHHH QHME _______ Hctlﬂt}msmrmeﬂlp _____________________________________________________________

bad good # of Shares: 0

Share Schedule: Frequency - On Backup Schedule |
= |

Connected @

Storage Bar

Last Scan: [ a2 M . R Rl BUVTORESPACE™

— Desktop . Documents & Mowvies = Pictures = Unknown

| Tip #4 - Secure - No one will ever know what data you are storing on your SpiderDak Network.

This one needs some conversation.



SpiderOak

Errata:

Good:

e Tt looks pretty good
e Tt looks easy to use

Bad:

e It's a damn liar

e Uses confusing wording when
setting up syncs or shares

e Offers little to no
explanation of features in
application

e You actually have to read the
documentation on their site.

Like some sort of savage.



4 R N E /
EXPECTAT

5. DON'T TEACH UNLESS IT
OFFERS A CLEAR BENEFIT




LLastPass

LastPassEXrrxa

URL.: https //github.com/login

Mame: GitHub Group: Weh Senices

Username: . . Password: passwordl1234
samurailink3@gmail.com

[History] €9 [History] i

Motes:

This isn't my real password, guys... P

I wish I could say something bad about
this.. that eye icon isn't great...
But honestly, now. Everything here is
useful, uncomplicated,
easy-to-understand, and friendly.

e

¥ Favorite MNever AutoFill Edit Form Fields
Require Password Reprompt ¥/ AutoLogin
Delete Share Save Cancel

But...



EXAMPLES LastPass

Edit Settings

: Security Equivalent Domains Mever URLs Mulifactor Options Mobile Devices Trusted Computers UREL Rules

Email samurailink3@gmail.com Test Email

Mew Master Password Change Master Passwaord Eevert password change

Password Reminder Mo hints here, bub ...

Password fierations (PEKDFZ) 10000 Increase Iterations | 5000 recommended. More

Lo (-05:00) Eastern Time (US & Canada)
Language

| English ¥
e e 1 Hour ¥ | website OMNLY, extension auto-logoff in extension preferences
Bookmarklet atto-logoff timeout 1 Day ¥ | based on last login or last bookmarklet usage
Only allow login from selected United States

COUNtries: Afghanistan

Aland |slands

Albania

Algeria ol

#| Dizallow logins from Tor network
L4 Keep track of login and form fill histary
Kill other sessions on login. Must have 'polling' enabled in the plugins to be effective. Mare

¥| send ananymous error reporting data to help improve LastPass

Eemove duplicate sites from your account

| Cancel Update




LLastPass

Errata:

Good:

» Great password entry screen

e Simple, easy, to the point

e No overburdened with security jargon

e Technical details that crypto nerds
care about is in the documentation.

Bad:

e Don't ever let the user hurt
themselves. Ever. No matter
what.

e Setting a low PBKDF2 value will
make brute force attacks easier.

e« If the recommendation is changed
to a higher value than the user
has set, no prompt or
notification is issued.

e Be opinionated. Pick a value,
use it.



6. NEVER LET USERS HURT
THEMSELVES. EVER.




EXAMPLES

() ERASER

. Erase Schedule |v i Settings ? Help |v

) Erase Schedule

Task Name Mext Fun

How do I destroy stuff?




Eraser

Errata:

Good:

e Simplified Interface

Bad:

e Simplified in the exact wrong
way

e 95% of your users want to do
a simple thing quickly and
easily. Enable that.

e Why put the scheduler first?
Most people are looking to
shred a single file.
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Carbonite

Select your current computer or register a new one.

If you have registered this computer before, select it from the list. Otherwise select an empty tab
and register a new computer.

New
computer

k Mame your computer:

BackupTest

Enter a key to use encryption: =
i P Warning! Rermember the key,

It cannot be restored,

: Continue I Cancel

Keep it simple. You could have pages upon
pages of options and buttons here, but you
don't need them. Most of your users don't want
them. Be opinionated. Make the right choice

for your user. Tuck your advanced options
away .



LESSONS LEARNED

8. MAKE OPINIONATE
SOFTWARE




E X A Ml PJ L E S Possibly the beggnggrg;eSand uCSéleiE SI}QLE

New Tab

c |« s

i Apps  For quick access, place your bookmarks here on the bookmarks bar, Import bookmarks now...

+¥ou Gmail Images

Google

{=

Chrome has updated

Simple. Clean. Chrome gives you only what you need up front
and not a bit more. But! Dig just a little deeper, and
Chrome becomes one of the best web-dev/debugging/perf
testing suites ever created. Ever.



Google Chrome

Possibly the best blend of prowess and usability out there.

[ chrome://conflicts

Modules loaded into Google Chrome

A
E.'-;#header 1824px x s?p:{PdEd into the main process and maodules registered to load at a later point.

Maodules (96) - No conflicts detected

Software Signed by Versiaon Location

Google Chrome Google Inc 30.0.1599.69 Seprogramfiles®s\google\chrome\application'30.0.1599.62'chrome.dll
ICU Data DLL Google Inc 4, Seprogramfilesse\google\chrome\application'30.0,1599.69\icudt.dil
Application Compatibility Client Library 5.1.7600,16335 Sesystemrootisisystem32\apphelp.dil

ATL Madule for Windows XP (Unicode] 3.05.2254 Sesystemrooticsystem32\atl.dll

Audio Session 5.1,7800,16335 Sesystemrootizisystem3 2\audioses.dll

Multimedia Realtime Runtime 5.1.7600.16335 Sesystemrootissystem3 2\avrt.dll

Windows Cryptographic Primitives Library [Wowa4) 6.1,7600,16335 Sesystemraotdssystems 2\berypt.dil

Credential Delegation Security Package 5.1.7600,16335 Sesystemrootitsystem3 2\credssp.dll

Crypto Metwork Related AFL 65.1.7600.17035 Sesystemrooticisystem3 2\cryptnet.dll

Cryptographic Service Provider AFL 5.1,7800,16335 Sesystemrootizisystems 2\cryptsp.dil

Offline Files Win32 APT 5.1.7600.16335 Sesystemrootis\system3 2\ cscapi.dlil

DHCP Client Service 6.1,7600,16335 Sesystemraotdssystems 2\dhepesvedll

DHCPvi Client 5.1.7600,16335 Sesystemrootitisystem3 2\dhopesves.dll

-
i\mr Flimed ADT P £4 7EAn 4200 0 rrsed b s b i D VA e A _lJ

| Elements | Resources Metwork Sources Timeline Profiles  Audits  Console X

P {div id="header">..</div: ;I

» <div id="blurb-container">.</d Styles | Computed Event Listeners
P <div id="modulesTemplate"” jstcache="8">.</div> element.style { + i e

L

]

"chrome://conflicts/strings.is"></script>
chrome://conflicts/conflicts.{s"»</script>
chrome://rescurces/js/3i18n template.s"></script> min-height: 67px;
chrome://resources/§s/i18n process.js"»</scripts averflaw: »hidden;
chrome://resources/is/stemplate compiled.is"»</script> padding-bottom: 28px;

i § s/ util. s ></script> -webkit-padding-start: @;

padding-top: 28px;
J divFheader

posit :!.:JI? : relative;
Everything from OpenGL testing to live CSS edits, Chrome's
developer tools give you an incredible amount of control
over how your browser operates.

div#header { (index):16
margin-bottom: 1.85em;

3

3

]

Wowmowomn

]




LESSONS LEARNED

9. IF YOU NEED TO

OPTIONS, HIDE THEM.




EXAMPLES Mega.Co.nz

THE PRIVACY COMPANY

BIGGER. BETTER. FASTER. STRONGER. SAFER.

SEREEIEIEESHGUPLIGAD

OR USE DRAG & DROP




LESSONS LEARNED

10. KEEP IT SIMPLE




SSL/TLS

* SSL/TLS actually doesn't have a defined interface.
It is the most pervasive form of encryption used
today, but it doesn't have an official GUI, logo,
or desktop application.

If your software can protect people without them
knowing it, you've won.



11. IF YOU CAN,
AVE NO INTERFAGE




THE ULTIMATE LESSON

KE IT WORK

This should go without saying, if you're building a
crypto app that you want people to use, actually
make it secure, make it work. People who do 5
minutes of Googling avoid Hushmail like the plague
because they find out they aren't really secure at
all. If you build an application, make it right,
make it in public (open source), and report any and
every breach you have. This is our industry, don't
screw it up.




Slides, Fonts, Colors, Software, and Image credits to
appear on samurailink3.com/talks.


http://samurailink3.com/talks/
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