
PLANNING AND EXECUTING A 
RED TEAM ENGAGEMENT:
APT  Simulations and Threat Scenarios



Introduction

ÁTimothy Wright ɀGICSP, CISSP, Net+, Linux+, 
CEH

ÁOver 21 years of cyber security experience with 
over 14 years of offensive security background.

ÁCurrently the red team lead at American Electric 
Power

ÁPreviously on the DHS / US CERT Red Team

ÁWorked for US Air Force at AFRL on WPAFB 
performing various cyber security research 
projects



Talk Outline

ÁWargames.. Yeah I love them!

ÁEngagement Definitions

ÁTerminology Review 

ÁWhat is a Red Team Exercise?

ÁAPT Simulations

ÁThreat Scenarios

ÁAssessment Planning 

ÁReporting

ÁFurther Research Sources



Respect 

ÁMany excellent red team talks online from 
some of the greatest red teamers out in our 
space today.

ĞLARS

ĞSpecter Ops

ĞFusionX

ĞTrustedSec

ĞRaphael Mudge ɀCobalt Strike creator



Wargames

ÁI am a gamer nerd at heart.

ÁWargaming has been a hobby of mine since I 
was a kid

ÁChits, miniatures, cards and computers have 
allowed me recreate many battles or even 
fight World War III on a table top.

ÁWargames can also be useful in our security 
teams. 



Wargame Examples



Wargame Examples - CTF



Engagement Definition

ÁPenetration Test ɀTypically can be considered a 
ÆÏÃÕÓÅÄ ÖÕÌÎÅÒÁÂÉÌÉÔÙ ÁÓÓÅÓÓÍÅÎÔȢ Ȱ3ÍÁÓÈ ÁÎÄ 
'ÒÁÂȱ ÓÔÙÌÅ ÔÅÓÔÉÎÇȢ

Á*Red Team ɀGoal oriented, adversarial threat 
emulation designed to test a security teams 
readiness to withstand and detect advanced 
attacks. Designed to run over a longer period of 
time.

Á*Threat Scenario - A more focused blend of 
penetration test and RT. Defined objectives and 
goals, but on a more narrowed target range. 



Terminology Review

ÁRed Team (RT) ɀOffensive 
Security team

ÁBlue Team (BT) ɀDefensive 
security team

ÁWhite Team (WT) ɀ
Monitors the RT and BT 
during a scenario. 
(Optional)

ÁPurple Team (PT) ɀ
Collaboration between 
Blue and Red teams.

ÁTactics, Techniques and 
Procedures (TTPs) ɀHow 
the threat actors operate  

Á Indicator of Compromise 
(IOC) ɀartifact observed 
that indicates a computer 
intrusion.

ÁRules of Engagement 
(ROE) ɀDefines how we 
conduct each assessment.

ÁWhite Card ɀWe assume 
breach on target system 
and provide shell to RT.



Red Teaming - Defined



Technology

PhysicalPeople

RT

Red Team Ƶ3 Target Areas



Pentest vs. Red Team

ÁTraditional pentest is more of a short term 
engagement.

ÁȰ3ÍÁÓÈ ÁÎÄÇÒÁÂȱ ÓÔÙÌÅof testing

ÁCanhavegoalsbut morearegenerally
focusedon finding vulnerabilities,
exploitationandthen elevationor rights.

ÁCan be very beneficial to organizations with 
less maturesecurityprogramslookingto
start asecuritytesting program.



What is a Red Team Exercise?

ÁRT exercises are designed to evaluate the 
security maturity of an organization.

ÁGenerally designed to be performed with no 
notification to the blue team (BT).

ÁDesigned to emulate a sophisticated 
adversary attacking an organization.

ÁLeverages threat intelligence and threat 
profiles to design exercise.

ÁUsually requires a more mature security 
organization to support this testing effort.



https://krebsonsecurity.com/2015/04/whats-your-security-maturity -level/

Security Maturity Models



Level 1ɀInformation Security processes are unorganized, and may be unstructured. Success is likely to depend on individual efforts and is 
not considered to be repeatable or scalable. This is because processes would not be sufficiently defined and documented to allow them to 
be replicated.

Level 2ɀInformation Security efforts are at a repeatable level where basic project management techniques are established and successes 
can be repeated. This is due to processes being established, defined, and documented.

Level 3ɀInformation Security efforts have greater attention to documentation, standardization, and maintenance support.

Level 4ɀAt this level, an organization monitors and controls its own Information Security processes through data collection and analysis.

Level 5ɀThis is an optimizing level where Information Security processes are constantly being improved through monitoring feedback from 
ÅØÉÓÔÉÎÇ ÐÒÏÃÅÓÓÅÓ ÁÎÄ ÉÎÔÒÏÄÕÃÉÎÇ ÎÅ× ÐÒÏÃÅÓÓÅÓ ÔÏ ÂÅÔÔÅÒ ÓÅÒÖÅ ÔÈÅ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ ÐÁÒÔÉÃÕÌÁÒ ÎÅÅÄÓȢ

https://krebsonsecurity.com/2015/04/whats-your-security-maturity -level/



So are we ready for Red 
Teaming?
ÁYouwill needleadershipsupportfor this type

of testing.

ÁSometimes you just need to demonstrate the 
value with a few very successful assessments.

ÁOnceyouhave the attention of leadership 
outline your program.

ÁThiscouldbeaCrawl,Walk,Runprocess.Be
readyto put the time in to build this program.

ÁSohow canI get started?



MITRE ATT&CK Framework

ÁGreat place to start looking at how is needed to 
build a RT within your organization.

ÁMITRE broke down an attack into 11 separate 
phases. 

ÁThe framework is a great knowledge base for 
cyber adversary behaviors that reflect various 
phases of an attack.

Á'ÒÅÁÔ ÐÌÁÃÅ ÔÏ ÆÉÎÄ ÍÏÒÅ 440ȭÓ ÁÎÄ details 
regarding various threat actors. 

ÁFrameworksdevelopedfor Windows,Linuxand
Mac systems.



MITRE ATT&CK Phases

Á Initial Access
ÁExecution
ÁPersistence
ÁPriv.Escalation
ÁDefense Evasion
ÁCredentialAccess
ÁDiscovery
ÁLateralMovement
ÁCollection
ÁExfiltration
ÁCommand & Control (C2)



MITRE ATT&CK - Visualization

ÁThe framework is a great way to start to 
visualize gaps in your defenses.

ÁCanhelpyouprioritize the work needed
internallyto ensureyourdefensesare
workingasdesigned.



MITRE ATT&CK - Visualization

Blue ɀHigh confidence in detection or defense of an adversary
Yellow ɀMedium confidence in detection or defense of an adversary
Orange ɀNo confidence, visibility or blocking capability of an adversary


