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What Is Digital Evidence?

Digital evid '
ence is simply i
y information that i
at is stored or
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Data vs. Metadata (1)

- Data is “information in digital form that can be transmitted
or processed”l!]

- Metadata is “data that provides information about other

data”[2!

Merriam-Webster Dictionary
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Data vs. Metadata (2)

w boat_in_treesjpg Properties x

General  Security Details  Previous Versions

!E |bcet_in_trees ipg

Type offile: JPGFile (jpg)

Opens with: Photos Change...
Location: D:\Training|SANS\FOR308\outline_sections-ORIGINAL
Size: 257 ME (2.696.032 bytes)

Size ondisk: 257 MB (2,699,264 bytes)

Created: 03 December 2018, 09:31:00
Modified: 07 May 2018. 02:53:18

Accessed: 03 December 2018, 09:31:00

Affributes: [JRead-only [ JHidden Advanced...

Cancel Apply

Metadata
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Types of Metadata

 There are two different types of metadata that can exist for
files:

FILESYSTEM METADATA (FILESYSTEM DEPENDENT)
For example: filename, file creation date and/or time, file content modification date
and/or time, etc.

FILE DATA
This is the actual contents of a particular file

FILE METADATA (FILE TYPE DEPENDENT)




Filesystem and File Metadata

Property Value "
m| sunsetjpg Properties X Origin
Authors
Date taken 15/11/2016 1725
% A § ) P Ver11
General  Security Details Previous Versions e o
ate acquired
Copyright
Iy Image
m |sunset]pg Image ID
Dimensions 4320 x 3240
Width 4320 pixels
Height 3240 pixels
. . Horizontal resolution 180 dpi
Type offile JPG File {jpg) Vertieal resolution 180 dpi
Bit depth 2
g | | Compression
Opeﬂs w”h' PhOTOS | Cha nge"' | Resolution unit 2
Color representation sRGB
Compressed bitsfpixel 4
Location: D\ Training|SANS\FOR308\outline_sections-ORIGINAL! Camera
Camera maker Panasonic
. Camera model DMC-TZ30
Size: 5.22 MB (5474304 bytes} Fstop "
Exposure time 111300 sec.
o - . I1SO speed 1S0-160
Size on disk: 5.22 MB (5,476,352 bytes) Ciponiatiie e
Focal length 12mm
Max aperture 4640625
" Metering mode Pattern
Created 03 December 2018, 094333 iilion®
Flash mode No flash, compulsory
Modified: 15 November 2016, 17:25:18 feshEnatay
35mm focal length 70
Advanced photo
Accessed: 03 December 2018, 09:43:33 N
Lens model
Flash maker
. X —— Flashmodel
Atrributes: [JRead-only [ ]Hidden Advanced... Camera serial number
— Contrast Normal
Brightness
Light source Unknown
Exposure program Nermal
Saturation Normal
Sharpness Normal
White balance Auto
Photometric interpretation
Digital zoom [}
EXIF version 0230
Latitude 18: 1: 27.470000000001157
Longitude 63;2:45.77999399393885 v

stem Metadata File Metadata
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Metadata Within Other File Types

name

DFIR 101 | Digital Forensics Essentials 9




DIGITAL FORENSICS & INCIDENT RESPONSE

Case Study

The BTK Killer

DFIR 101 | Digital Forensics Essentials 10



The BTK Killer

* Dennis Rader tortured and killed

at least 10 people between 1974
and 1991

EVIDENCE

 He sent letters to media claiming -
responsibility for murders

. . COMMICATION
 He asked police if they could
trace hlm from a ﬂo dlSk Omlmmeimﬂoppyandnmbeuaoedmoompmw.BchomUndu
. . pPY Miscellancous Section, 494, (Rex, it will be OK), run it for a few days in case I'm out of
e Police said no mlmmﬂoppyfmmMmﬁmehummqum
* He was traced from data on a |
floppy disk he gave to police 216912

DFIR 101 | Digital Forensics Essentials 11



Nature of Digital Evidence

In order to understand digital evidence and correctly
interpret its potential relevance to an investigation, it is
vitally important to understand how this evidence is
stored on a device.

DFIR 101 | Digital Forensics Essentials 12



How Data is Stored (1)

S
A
AR
A
y === N
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How Data is Stored (2)

* Data is stored on a device in binary; that is, as zeroes and
ones

* A single zero or a one is called a “bit”
* Bits are grouped together into sets of eight, called “bytes”

« Half a byte, or four bits, is called a “nibble”
* In summary: 0
* 8 bits = 1 byte = 2 nibbles

e 4 bits = 1 nibble

DFIR 101 | Digital Forensics Essentials 14



Binary

- Each byte in a file represents something different, depending
on the file’s format

* In plaintext, each letter, number, and symbol can be
represented in binary

* The letter “A” (capital A), in binary, is:

- ‘ V ’

One bit One nibble

\ )
|

One byte

DFIR 101 | Digital Forensics Essentials 15




Numbering Systems

 In decimal, if we have the number 12345, we have:

* 1x10000

. 2x1000 EIEEIEIEEES
.+ 3x100 | x10000 | x1000 | xi00 | xl0 | xI
e 4%x10 | 2 3 4 5

* 5x1

» This i1s also known as “base10”

DFIR 101 | Digital Forensics Essentials 16



Hexadecimal

* Hexadecimal (or hex), is written in base16
« Each nibble has one of 16 values: 0-9 or a-f

Binary m Binary | Hex | Binary | Hex _

0000 0110 6 | 100 C
0001 I Olll 7 1101 D
0010 2 1000 8 1110 E
001 | 3 1001 9 111 F
0100 4 1010 A
010l 5 1011 B

DFIR 101 | Digital Forensics Essentials 17



Converting Binary to Hexadecimal

1 BYTE 00101011
LEFT NIBBLE 0010 1011 RIGHT NIBBLE

/ \
Calculate The Decimal n--- n
1 1

Value For Each Nibble 1 0

Convert The Decimal Value

To The Base16 Value 0"'0"'2& 8+0+2+1=11=B
Bring The Two Basel6 Values 0x2B
Together

DFIR 101 | Digital Forensics Essentials 18



» Data on a disk is stored in sectors and clusters
* The number of bytes in a sector is defined in the filesystem

header
 This is set automatically to a default value by the device manufacturer
mml NTFS
.- e 512 byte sector
4 APFS
' e 512 byte sector

DFIR 101 | Digital Forensics Essentials 19



* A cluster is always a multiple of sectors; also defined in the
filesystem header

* A cluster is the smallest addressable space on the system

mpl NTFS
.- 8 sectors (4096 bytes)
|

|

2 APFS

' e 4096-byte block

l

DFIR 101 | Digital Forensics Essentials 20



Allocated and Unallocated Space

 Each cluster is labeled by the OS as either allocated or

unallocated:
- Allocated: cluster is currently allocated to a file

- Unallocated: cluster is NOT currently allocated to a file

« An unallocated cluster does NOT
indicate it has never been previously
allocated to any files

DFIR 101 | Digital Forensics Essentials 21



Slack Space

 Since a cluster 1s the smallest addressable
space, a new file is created in one or more
clusters

- If the entirety of this space is not occupied
by the file, remaining space cannot be used e TN 4

by another file "
» This remaining space is called N
“slack space” e

DFIR 101 | Digital Forensics Essentials 22




RAM slack between end of file and
SECTOR boundary

File’s used space

A File slack consisting of entirely
unused sectors

\

- | |
\ }
|

sector

|

cluster
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Types of Slack Space

 There are three different types of slack space:

 RAM slack — unused space between the end of the logical file and the
end of that sector

* File slack — unused sectors within the last cluster the file occupies

« Volume slack — unused space between the end of the filesystem and
the end of the partition that it occupies

DFIR 101 | Digital Forensics Essentials 24




File Deletion Example

One
cluster

—

One
sector

RAM slack

File slack

Phasellus et sodales tellus. Lorem ipsum dolor sit amet, consectetur adipiscing elit. Donec eleifend,
nibh id rutrum scelerisque, enim odio ornare sapien, eu congue ante massa non purus. Nulla
scelerisque metus at nunc volutpat, in efficitur tortor eleifend.

Curabitur diam quam, facilisis in dictum id, efficitur in erat. In auctor, libero id elementum imperdi-
et, massa arcu sagittis velit, non lobortis velit purus nec tellus.

Etiam cursus euismod interdum. Praesent fringilla augue elit, quis ultricies elit lobortis nec.

DFIR 101 | Digital Forensics Essentials
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Recovering Deleted Files

D:\/Data [NTFS)/[root]/ TEMP/New folder/cruise_ship.jpg

Customn Cnntent...[

Bl AccessData FTK Imager - O *
He View Mode Hep
eascadliBaes =R 4 0OB[ERE T,
Evidence Tree File List
F-63 Sokwar ~ Name | Size | Type | Date Modified ,..
= j féﬂ?’" VEpe e 1130 4 NTFS Index Allocation  16/12/2018 20:35:22
2 New folder 4 bike jpg 7,243 Reguiar File 0371072017 10:44:34
#-) Training " cable_carjpg T.048 Regular File 09/05/2018 03:03:04
@10 Vitual Machines & cruise_shipjpg 5,613 Regular File 2471172016 17.36:54
2 [unaliocated space] v Kidiverjpg 2,320 Regular File 10/05/2018 03:31:58 v
Custom Content Sources E] 7
Evidence:File System|Path| File Options
< »

DFIR 101 | Digital Forensics Essentials
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Filesystems Introduction

* Filesystems determine how data is stored

» This is similar to a filing cabinet containing;:
* Folders
* Files

DFIR 101 | Digital Forensics Essentials 27



Filesystems

Windows

« New Technology File System (NTFS)

« Extended File Allocation Table
(exFAT)

 File Allocation Table (FAT32)

g

macOS

 Hierarchical File System Plus (HFS+)
« Apple File System (APFS)

DFIR 101 | Digital Forensics Essentials 28



Where to Find Digital Evidence (non-exhaustive list)

 Desktop computers and laptops
* Servers

e Virtual machines

« Tablets and mobile devices
 Removable media

« RAM

| * Network devices and data

, * JoT devices, drones, vehicles

. The Cloud

DFIR 101 | Digital Forensics Essentials



DFIR 101 - Agenda

101.1 What is Digital Evidence?

101.2 What is Digital Investigation?

101.3 What is Digital Forensics?

101.4 How can Digital Forensics Help me?
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What Is Digital Investigation? (1)

“A process to answer questions about digital states and events”
— Brian Carrier

The process of gathering and analyzing data, with the purpose of
determining and reporting on any actions that were performed on
that system, which may be relevant to the case.

Ideally, performed by a trained professional " e

DFIR 101 | Digital Forensics Essentials 31



What Is Digital Investigation? (2)

« An investigation should seek to:
* Ask relevant questions
* Resolve lines of inquiry
* Obtain important answers

 Stakeholders may include:
* Client
* Attorney
« Investigator
* Regulator
« Commander
 Human Resources
- Executives

DFIR 101 | Digital Forensics Essentials 32




Why Do We Need to Conduct Investigations?

Incident Response and Threat Hunting
Document and Media Exploitation
Military Action
Auditing
Regulatory Investigations

Administrative Investigations (HR/Internal Investigations)

o
@)
o pui
)
a8’
o0
o pe=i
e
0]
S
=
e
ey
©
o
o pi{
o0
o p=i{
-

Law Enforcement Investigations

Civil and Criminal Litigation

DFIR 101 | Digital Forensics Essentials 33



Incident Response and Threat Hunting

e Alerted to an incident « Assume breach
« Data l?reach e Known normal
* Security event e Built off and into

threat intelligence

Reactive — Proactive

Incident Response FreomsoN Threat Hunting

e Can include
Unauthorized access

« Tools, Tactics, Procedures

* Malware/ransomware « Endpoint detection
 Application/server compromise - Network monitoring

* Denial-of-Service (DoS) » Indicators of compromise
* Phishing (I0C)

DFIR 101 | Digital Forensics Essentials 34



Document and Media Exploitation (DOMEX)

* Acquire, translate, and analyze analog or digital data to generate
critical information in a timely manner

* Intelligence purposes

* Time pressure

DFIR 101 | Digital Forensics Essentials 35



Military Action

* Focus on triage
* Time pressures
* Intelligence vs Evidence

* Cyberwar

DFIR 101 | Digital Forensics Essentials 36



Auditing

e Financial and information
system audits to provide ~
assurance

* Audit evidence

» Show compliance to
established standards

DFIR 101 | Digital Forensics Essentials 37



Regulatory Investigations

* A formal inquiry into a specific
company, or class of companies by
a regulatory body

» A regulator is generally a
government entity empowered by
law

* Protecting customers and

community standards /
an
A\CCC SVelLe ASIC

L & Customs

DFIR 101 | Digital Forensics Essentials 38




Administrative Investigations (HR/Internal Investigations)

* Types of investigations include:
* Inappropriate conduct
* Misuse of company resources
* Data theft

* Generally non-criminal

DFIR 101 | Digital Forensics Essentials 39



Civil and Criminal Litigation

* "Criminal law deals with behavior that is or can be construed
as an offense against the public, society, or the state—even if
the immediate victim is an individual."

« "Civil law deals with behavior that constitutes an injury to an
individual or other private party, such as a corporation.”

DFIR 101 | Digital Forensics Essentials 40



Law Enforcement Investigations

« Any offense can involve digital devices

« Homicide H
* Drug enforcement ¢ o |

* Child abuse investigations

 Analyze data for presentation in court © n

- Criminal litigation - beyond reasonable doubt

- Civil litigation — balance of probabilities
* Privileged data and other constraints

DFIR 101 | Digital Forensics Essentials 41



Incident

» Wide variety of investigations
- Core principles P
 Technical similarities e
- Different ramifications

* Who/What/When/Where/ — Dighalovetigation —
Why/How

DFIR 101 | Digital Forensics Essentials 42




DFIR 101 - Agenda

101.1 What is Digital Evidence?

101.2 What is Digital Investigation?

101.3 What is Digital Forensics?

101.4 How can Digital Forensics Help me?
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Defining Digital Forensics

“The process of identifying, preserving, analyzing and presenting digital
evidence in a manner that is legally acceptable” — McKemmish, 1999

“The use of scientifically derived and proven methods toward the
preservation, collection, validation, identification, analysis,
interpretation, documentation and presentation of digital evidence
derived from digital sources for the purpose of facilitating or furthering
the reconstruction of events found to be criminal, or helping to anticipate

unauthorized actions shown to be disruptive to planned operations” —
DFRWS, 2001

DFIR 101 | Digital Forensics Essentials 44



Introduction to Digital Forensics

* Preservation, examination, and analysis of digital evidence

* We should understand:

. m is digital evidence?
. m can digital evidence do?

. - can digital evidence be used?

DFIR 101 | Digital Forensics Essentials 45



History of Digital Forensics

-
FUTURE 1
({ PAST |

AR
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1980-1990

 Personal computers
« Hobbyist/business/universities

* Incidents identified by the cost of computing

TRACKING A SPY
THROUGH THE MAZE OF
COMPUTER ESPIONAGE

THE
(UCKOOS
EGt

_ 3
GLIFF STOLL
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1990-2000

 Home PCs connected to the Internet!
 Browser wars
e Internet commerce
* Hackers

* Variety of storage media available
* Norton Disk Editor

* ACPO guidelines

* SWGDE

DFIR 101 | Digital Forensics Essentials 48



2000-2010
« Windows XP

* Google!

* Rise in mobile phone usage
* iPhone
» Smartphones

- USCYBERCOM /CCDOE
- LE DFIR labs
- FOR408/FOR508

DFIR 101 | Digital Forensics Essentials 49




2010-2020

 Explosion in data storage sizes
* Cloud storage

 Explosion in number of devices per person
* 10T devices and Cloud computing/IaaS

 Constant updates
 Millions of apps
» Encryption and ephemeral chat

- Data breaches/Breach fatigue
 Stuxnet, EternalBlue, WannaCry, NotPetya

* Drastic DFIR challenges

DFIR 101 | Digital Forensics Essentials 50



2020 and Beyond

* What is everyone’s prediction?

- Pandemic leading to remote work and cloud infrastructure

DFIR 101 | Digital Forensics Essentials 51



The Purpose of Digital Forensics

- What happened on a digital device
« Repeatable
* Accepted methodology
« Based on our current understanding .

» Asking the right questions
 Part of an overall investigation
 Corroborative

DFIR 101 | Digital Forensics Essentials 52




The ACPO Principles

* Developed in the late 1990s in
the United Kingdom by the
Association of Chief Police
Officers

» Widely adopted around the globe
in one form or another

ASSOCIATION OF
CHIEF POLICE OFFICERS

* Consists of four principles

DFIR 101 | Digital Forensics Essentials 53



The Four ACPO Principles

Principle One Principle Two

No action taken by law enforcement In circumstances where a person finds it
agencies, persons employed within those necessary to access original data, that
agencies or their agents should change data  person must be competent to do so and be

that may subsequently be relied upon in able to give evidence explaining the
court. relevance and the implications of their
actions.
An audit trail or other record of all The person in charge of the investigation
processes applied to digital evidence should has overall responsibility for ensuring that
be created and preserved. An independent the law and principles are adhered to.

third-party should be able to examine those
processes and achieve the same result.

DFIR 101 | Digital Forensics Essentials 54



Applying ACPO Principle One

* Don’t change the evidence in any
way

* Where possible, use write
blocking capability to access data

» Make use of forensic images

* Where you need to access
original data, you must apply
Principle Two

DFIR 101 | Digital Forensics Essentials 55



Applying ACPO Principle Two

* If you need to access the original
data, you must be trained to do
SO

» If you access original, you must
be able to explain in detail how
your actions changed or altered
the data

 Don’t let forensically untrained
people access original data in an
investigation

DFIR 101 | Digital Forensics Essentials 56




Applying ACPO Principle Three

* Document

* Document

/\/

* Document
* Document some more

>
o If it’s not documented, it didn’t
happen l

DFIR 101 | Digital Forensics Essentials 57



Applying ACPO Principle Four

 The person in charge of any
investigation is accountable for
all digital forensic actions

* You can delegate responsibility,
but not accountability

» Make sure that whoever is
conducting the digital forensics is
properly qualified and competent
to do so

DFIR 101 | Digital Forensics Essentials 58




» Be wary of the “expert” label

» Practitioners must understand their own
limitations

» External observers must also understand
team limitations

* One person cannot be an expert in all
things

« Host-based analysis, network forensics,
memory analysis, reverse engineering

DFIR 101 | Digital Forensics Essentials 59



Just Some of the Challenges...

 Rapidly changing technology
* System & application updates
* Device & data volumes

* Recruitment & retention of practitioners
» Mental health

* Ongoing education

* Over-reliance on tools
* Unsupported devices
* Encryption

» Anti-forensics

DFIR 101 | Digital Forensics Essentials 60




DFIR 101 - Agenda

101.1 What is Digital Evidence?

101.2 What is Digital Investigation?

101.3 What is Digital Forensics?

101.4 How can Digital Forensics Help me?
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Artifacts Can Help to Answer Your Questions

Network Forensics ; Memory Forensics =  rewsss: e o
: and Analysis Poster g Analysis Poster i

1" DFIR

DIGITAL FORENSICS  INCIDENT RESPONSE

windowsPFgrensic Analysis — 3 : Hunt Evil

STER
You Can’t Protect What You Don’t Know About

digital-forensics.sans.org
dfirsans.org

Windows Artifact Analysis: &= Find Evil — —— = = = y RELEVANT EVIBDENCE FEL & EARYTE
MiY Evidence of... - . - :

File Download

Networl-Based - Six-Step Investigative
Processing Workfl - : Methodnlogy

Deleted File or File Kn/

Distilling Full-Packet Zeek NSM Log i
Capture Source Data

PassiveDNS 8
Log Format
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alware Execution Case Example

arts with program execution
Windows Registry

Amcache

Shimcache

Prefetch files

System Resource Utilization
Monitor

Event logs

ut doesn’t end there!

Where did it come from?
What did it do?

Did it exfiltrate data?

UserAssist
-batd pograms anched o he sk i ik
e 1aunehar on a Windous System
Location
NTUSIRDAT IV

et Cos

Interpretation
Allvalugs are ROT-13 Encoded
"

048700 = Desktop
for Win?fu
mm.xb\u-nm i
File Execution

Windows 10 Timeline
Description
Win10 records recently used apphications and files ina
“umeline” accessible via the “WIN-TAB" key. The data is
recorded in a SQLite database.
Location
W atle- b0 ata l ol o CorectetDeviars.

- Application emcution
Focus. count per appiication

RecentApps

Description

GUI Program exbcution Launched 66 the WA syitem 4
vatked (n the Recentapps key

Location

Winto.

Program Execution

Shimcache

De:

wirfio:

Any executable run Viindows system cauld be faund
i LhiS kit You €A use This key 1o idently Systems tha
Specific malwae wis exscuted of. In 5640, based 0 the
pretation of th ased Gata you might be 3

determine tha L3st time of execution o ctivity an the vystem
Windews XP Cantains al most 06 entries

LastUpdateTime is upda e the Fies are enccuted
Windows 7 contains a1 most 1024

Lastupda ioes nat exist on Win systems

Jump Lists

= The Windows 7 task bar (Jump List) is engineered to aliow.
USers 1o uma” of ACcess (tems Lhey have frequently or

and easily

only include recent media bles;

tasks.

st als6 include fecent
e data stored in the AutomaticDestinations folder wil
each have @ unique fie prepended with the Agpid ef e
associaied applcatio

Location

werinio:

Amcache b - Kays = lmiacha,

Last-Visited MRU

Description

Fkacti Wagad i W o 25 o g the CIRMSRMOMEN
Bestiep folder

th information, File's
Time, a3 Drsk volume the

Jacks the ROBlchion cuhblEs Ukt opk ks i

e Usage

(SRUM)

Records 3010 60 days of historical syster parformancs
tions Fun, USAY SCEOUN FISPONSID for wach, and
bytes sant received per application per hour

jesietid.

SOFTMARE Moot Mg Camseiersicn SEUM Easessiens
64 880 8269264119 - Apication Bessice e Provder €W o
SrenI2O

Usa tool su 10 cross comslats the daa
Betwern e npm o7y and the SRUM E5E Datapase

BAM/DAM

Interpretation
Each Guio lgu DOINLS to & fecent applcation
AppiD « Applcation

uﬂ.lacnllm * Liast exscution time in UTC
taunchCount « Number of tmes emecuted

*First time of esecution of application.

- Croation Time « First time tam added 10 the Apal0 ble.
+Last time of executian of agplication witile open

- Mocification Time = Last Ume e added to the AppiO fle.
~Listof Jump List DS ->

Wirdoms Background Activity Moderator [BAM)
Location

wimo:

STSTEM oo S ey S (40
SYSTIN Gttt e s e oSt (5]

B ‘Tull path of
ystem and Last execution date/time.

file path used

increases parformance of & system by pre-loading code
pages of commenly used applications. Cache Manager
manitors all files and directonas referenced for each
application or process and maps them into a pf hie. Ubiizad
10 know an applicalion was execuled on a syslem.

* Limited to 124 files on XP and Win?

« Limited to 1024 files on Wing

{omname)-{hash) of

winxp/7faf10:
Cibimioms Proencs

+ Each prwil incluce (a5t tima of exacution, number o timas
fun, 464 device and Nie handies used by tie program
~ Date{Time fila by That name and patn ws it executed
- Creation Date of pf Ble (-10 sexs
el Tiss by e e o et
o
Mﬂnﬁmn date Dl thk (- ID seconds)
s, MM‘D«I Contann st 8 tmed of eieculion
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File Access Analysis (1)

» Starting point for file/folder access
Windows registry

Link files

Shellbags

Jumplists

Prefetch files

Internet history

* But where to next?

Open/Save MRU
Description
i1 the Simplest Lerms, this bey acks Bes That have Been opened or
in & Windows shell dialog bax This happens Lo be & big
data set. not only including web browsers like Internat Explorer and
Firefax, but also 3 maority of commanly used applications

File/Folder Opening

Shell Bags

jon
. mum \Jw\\\t'r ace
and/of ¢ devi

5. Evider g
mmw r:m deletion fovarwrite. When certain falders ware

+The *** key ~ This subkey tracks the most recent files of any

extension input in an OpenSave dialog

« 777 (Theas lettor axtension) - This subkey stores file info from
the OpenSave dialog by specific extension

Recent Files
Description
Regsstry Key il track the tast files and folders opened and
is usad to populate data in “Recent” manus of the
Location
NTUSER DAT:

- Qveall key il rck the overul arder of the
50 hies ar folders opened. MAU st will keep track of the
Vemporal orced in which cach hie/folder) was opened. The last
entry and modication time of this key will be the time and
Iocation the ast fila of 2 specific extension was opened
* 277~ This subkey stores the last files with a specific extension
that were opened. MRU list will keep track of the temporal
ordor in which each fle was opened. The Last entry and
modification tima of this key will be the time when and location
where the Last file of a specific extension was apened
Folder - This subkey stores the Last folders thal wire cpened
MRU lise will keep track of the temporal order in which @ach
folder was opened. The last entry and modification time of this
kay will be the time and location of the last foldar opened

Jump Lists

Description

* Tha Windows 7 task bar (Jump List) is engineared 10 allow users
10 "jump’ of access items have frequently of recently used
quickly and easry. This functionality cannot enly incluce recent
media files; it must also indlude necent tasks.

« The data stored in the AutomaticDestinations folder will each
have a unique Dle prepended with the AgpiD of the association
application and embedded with LNK hles in each stream

Location
Win?/ale:

Stores information about which folders were m
browsed by the user

Shortcut (LNK) Files

+Shorteut Files automatically created by W
pening local and remote data files and documens will
generate a shortcut fle
Location
< CALUSERPRONLE Bacont
winfaire

Note these are primary lacations of LNX files. They can also be
found in other acations,

Int
»Date/Time hie of U was first opened
Cisation Dale of Shortcu (LNK) Fle
+Data/Time file of that nama was last opaned
Last Modification Date of Shortcut (LNX) File
« LNKTarget Fite {Jtermal LNK File \nfnlnu. on) DaLA:
Madified, Atcess, and Craation times of the target file
Yolume nfo-mtmr-wam- -yp«.:-av-.-l Number)
Ketwork Share informatio
- Original Locatian
Name of System

Prefetch

Ingreases performance of a system by pre-lsading code pages
of commonly used apolications. Cache Manager monitoes all
filas and directories reforenced for sach application of process
and maps them inte 3 pf fle. Utibized 1o know an application
WS EXECULed On & SyRem

» Limited o 128 fles o0 XP and Win?

« Limited t 1024 files on Win8-10

+Using e m.cw:ea Storage v omis ok of the
ration jumplist file:
< i M these files is & slmme NK file. They a
slored pumerically in order f1om the eartiest one(usunllv ur
the most recent (largest integer value}

«Can examine each pf file to look for file handles recently used

»Can examine each pf file to look for device handies recently used

Last-Visited MRU

ion
acks the specic executabl used by an apolcaton ta open

Dies dot

ted in the OpenSaveMRU key. In

ach
valus also tracks the directory location for tha last file hat was

cessed by

that apglication
tepad pxa was L
\Basktop foicar

retation
Tracks Uhe application executables used 1o 0pen fles in
OpenSaveMkU and the last file path used

IE|Edge file:/ /

ion
Alittle known fact about the IE ?|l)|“"1 s tht the

stored in the history files i not

rolated to Internet browsing

The hiatory aiso records tocal remavable, 1nd remote (via
network shares) file access, 2iving us an excellen

determining which files and applications were

system, day
Location

*ue-n

essed on the
by day

[
«Stored in |
«Does

S Office programs wi

t easier for

Location

*140 = Offhice 2010
120 = Office 2007
s

ndex dat a5 SeliCirectonfssne.
nean file was opened in browser

Office Recent Files

ack their own Recent Files list to make
Users to ramember tha Last fils they were editing

#1109 = Offica 2003
*10.0 = Office X9

*150 = Office 365

Interp:
Similar to the Recent Files, this will track the Last Nles that were

the M

e the
L] Oﬂ‘u‘ application

PSSy M W6 e ¢ ol I ety o
e

time the last fle was opened by a spec
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File Access Analysis (2)

External Device/USB Usage
Key Identification

Track USA devices plugged ints & maching

Drive Letter and
Volume Name

PnP Events

Where did you come from?
Where did you go?

o install 15
Sewivin | bl
to nete that Dew
gt for any Plug and

1 the Last drive lenes of the USB
when 1t was plugged into the machine

pud @

tify & unique UISB device plugged into the machine ocation
mine the Time 3 device was plgged (510 the Windia110:

mactine e L Sy s Sy

o nct have a unique sersal fumber wi

f the serial numbsr

First/Last Times

ion
nine temgoral usage of specifc USB devices
pected 1o & Windows Machite.

wirave:

Wisown Patatle v Srvices

T T———
Examing Drive Letters
Dot Looking for Sar

king at Value
o2

s 15 rupped

iy e 038 devc
Device saral nursber 03 < dr T
58 = o errars) ooty wark for the - drive mappes ooas
Location st Time pot contain h n of every drive
Plag and Play Log Fies ped 10 3 rémon

Shortcut (LNK) Files

leter m

Was the file copied?

Are there existing copies?
* Were they accessed?

&
Weajajr0:
[

Interpretation
Search for Device Serial Murmber
Lo Fils times are %41 ta local time zone

Humber, which is hardcoded itto the
Location Fiat, test, and Amovel Times device frmware )
fwiarra/ra oaiy) Location . =
Spstoen o A T ——— History Cache Session Restore

Carastatie bsum USRSIOWHD Pud Worie S3Serid Biriey.

e
i s s 10 3 U
Bt i o e

t Connected (Hind-10) - Find Last ineger numbet In Une
%067+ Lok Armorat DN ) - Comurt Decimal S61ial KUMDEY into

ecovery teatis y—

Intermet Explorer

Hex Seia Hombe ORI SRR g MR
User Ry
;mnm.wum;a-..x
Nunhlt IM IM \M[

© B0 SUSNORLEY Aot Lacs Micach M atery e acto
Hatory s the 5te wi

Firotox
VTR SISO g s M e
e

Oescription
Find Uset that uled the Unique USE Dedce
Location s sy ey

Stctr e (et ancne M - i, . e ISORONS st viowsd

+ ook for GUID from ST Momivdbesbn RECENTDOCs kay. Kbl Chrome

- N, . Firefox Location Vo8 ASTHHUT P gt Lol ougie s sas Bt
Wombned Volume Serial Number and Name s ey

- RecantDocs
e,

wher 1he USB device is opened vid
Explorer

fogistry Kay,in most

Interpretation

Thes GUID will be wsed next to idently the user that + Winaf e
plussed in the devicn The Last wrte bme o this ey
3155 Cortesponds t the (a3t b the davee was.
Blagged (010 the machin by that user The number
Wil b rfererzad i e wiiars persoral mpEAtponts
ey in the NTUSER DAT Hive.

Chrame
o

Doty Betametaey
© Wik 1 SESTIPROILI gyl scabh e Chra s Bash
ety

Cookies e pr Google Analytics Cookies

3 give insight into whal sebsites have been visted | chrome Google Analyt a5 developed an extrermity
4l WAL actFwties may have taken place there e iriomr sopnin 5 chieg siw st
b - arch. Since G4 i Largely froe, it hasia

comm,
of iles usie

e sha ar
Uatic analyiis and over 50% of al ses
nors

 Trojan/Malware defense?

Stored Oblects (L50s), or Fash Cookies, have
Flstox Become ubiurious on Mot SyStems dus C5 1he SIemEl . Tt of mast cacn Vit
Hpe seretiaion of fash applcions o he et oS,
i ey 1end 1o da by
it not gxpire, .mc\hu w; 10 built-1 mechanism within the S - Sexsion
-+ Wit i ACL many 40 e b+ Domain hasn
° ° Pty etz getpah e saste gt b eprtikpen Mot i oty - Page views ia current session
e Ty geLcloaeod B8 raGona Fooks, +Outbound vk dlicks
. O me O e r u e 1 1 o " : ol
Windiafo: e

ey

+ NumB1 of ffersmt types of vists

+ Websites wsing Bl :
= User account used o vist the site Sﬂu e USts 1o dcxers She

acopa-gn rame
* When cokie was craated and Lt accessed Ao A AR AT o, LR
« Keyword used 1o hod st {nos-S5L oAy}
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