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WHAT IS IT?

• Small Cached images from RDP sessions

• Helps improve bandwidth of Remote Desktop sessions



WHEN WAS IT INTRODUCED?

• First introduced in Windows XP

• Still currently in Windows under a different extension and location

• .bmc vs .bin



WHAT DOES IT TELL ME?

• Provides snippets of visual information that can help confirm activity observed 

in other artifacts

• Programs open during RDP sessions

• Date / timestamps

• Files and folders accessed / viewed

• Can provide a small window into the perspective of the attacker

For more information on the Bitmap Cache artifact, please check out:
https://www.allthingsdfir.com/do-you-even-bitmap-cache-bro/

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpegdi/2bf92588-42bd-4527-8b3e-b90c56e292d2

https://www.allthingsdfir.com/do-you-even-bitmap-cache-bro/
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpegdi/2bf92588-42bd-4527-8b3e-b90c56e292d2


HOW DO I PARSE IT?
• ANSSI - BMC-tools 

• A python script that allows you to parse either .bmc or .bin files and 

even puts them all into a final collage



CAN I ORGANIZE THESE IMAGES?

SIMPLE IMAGE EDITING

• Adobe Photoshop

• Microsoft Word

MORE COMPLEX TOOLS

• BriMor Labs - RDPieces

• https://github.com/brimorlabs/rdpieces

• BSI Bund - RdpCacheStitcher

• https://github.com/BSI-Bund/RdpCacheStitcher

https://github.com/brimorlabs/rdpieces
https://github.com/BSI-Bund/RdpCacheStitcher


WHY OPTICAL CHARACTER RECOGNITION (OCR)?



SCENARIO

• Imagine a host with multiple 100MB BMC .bin files on it

• Job is to analyze each collage for any information that could help confirm 

evidence observed in other artifacts



SCENARIO CONT.

• Where do you start?

• How do you keep track of the information you are finding?

• Screenshots, notes?

• Are you only looking for IOCs or is it broader than that?

• Only have the source host?

• Do you have an accurate inventory of the hosts / Ips?



OCR-BITMAP-CACHE

• A new tool to quickly triage these bitmap images

• Utilizes Tesseract OCR to analyze images

• Matches a custom wordlist to words found in the images

• Outputs a CSV of the words it identified 

• Outputs a folder of images with highlights around the words it identified



OCR-BITMAP-CACHE 
CSV OUTPUT
• Path to the original image

• Name of the highlighted output image

• Output size and location of the words located in the highlighted 

image

• Characters identified by the OCR

• Confidence of the characters identified

• Top three closest matches to the characters from the custom wordlist



OCR-BITMAP-CACHE 
HIGHLIGHTED IMAGE OUTPUT
• Highlights the characters the OCR identifies and creates a new 

image with these highlights

• Saves these images into a directory specified by the “-d” 

destination flag



OCR-BITMAP-CACHE
WORDLIST INPUT
• Allows for wordlist customization

• Can tailor the wordlist to match IOCs, users, IPs and more that are 

observed in the incident



EXAMPLE – INPUT IMAGE

./ocr.py [-h] [-c MIN_CONF] -s SOURCE -d DEST -o CSV -w WORDLIST



EXAMPLE – OUTPUT



OCR-BITMAP-CACHE GITHUB PAGE

https://github.com/DFIR-Drew/OCR-Bitmap-Cache

https://github.com/DFIR-Drew/OCR-Bitmap-Cache


WHAT’S NEXT?

• Multiple ways to improve the accuracy / reliability of the OCR

• Image quality / image pre-processing

• Currently, take original, grayscale, and inverse grayscale images

• Piecing together larger sections first could improve accuracy

• Tailoring the wordlist to match IOCs, users, IPs, etc. that match the incident

• OCR’ing collections of images, not just BMC images



KEY TAKEAWAYS

• Bitmap Cache can be a very important artifact

• Provides context of what activity may have occurred

• OCR-Bitmap-Cache aims to simplify the triaging of an artifact that already 

has great tools to go with it



THANK YOU

• Feel free to connect with me!

• https://bit.ly/3z3RcOm

https://bit.ly/3z3RcOm

