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INTRODUCTION

J a s o n  D y w a n e W i l k i n s

• 8 Years US Navy (Seabees) “CAN DO!”

• 15 Yrs Firefighter / EMT / HAZMAT Tech / Rescue Tech

• AAS Criminal Justice – Iowa Central Community College

• AAS Computer Networking – Iowa Central Community College

• 4 Yrs Network Analyst for The Carlstar Group

• 2 Yrs Crime & Intelligence Analyst / Digital Forensics Analyst –
Clayton County Police Department – Metro Atlanta, GA

• Magnet Certified Forensic Examiner

• Instructor in Digital Forensics - Iowa Central Community College

• Inventor of Rictameter
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THE 
IMPORTANCE 
OF REPORTS

L E T ’ S  D I V E  I N
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EXPECT TO BE CROSS-EXAMINED

5



EXPERT WITNESSES MUST PROVIDE A 
WRITTEN REPORT
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• Federal Rules of Civil Procedure Rule 26 - FRCP 26 (a) (2)

• Federal Rules of Evidence – FRE 702, 703, 705

• Daubert vs. Merrell Dow Pharmaceuticals Inc., 509 U.S. 579

• Frye vs. United States, 293 F. 1013 (D.C. Cir. 1923)



GENERALLY ACCEPTED OR 
SCIENTIFICALLY VALID?

7



8



P R O  T I P :  K E E P  T R A N S C R I P T S  O F  P R I O R  T E S T I M O N Y

In addition to opinions and exhibits, the written report 

must specify fees paid for expert witness service over 

preceding 4 years.



LIMIT REPORT TO 
SPECIFICS

B e f o r e  y o u  b e g i n  w r i t i n g ,  

i d e n t i f y  y o u r  a u d i e n c e  a n d  t h e  

p u r p o s e  o f  t h e  r e p o r t  t o  h e l p  

y o u  f o c u s  o n  s p e c i f i c s .  

I f  t h e  a u d i e n c e  h a s  l i t t l e  

t e c h n i c a l  k n o w l e d g e  y o u  m a y  

h a v e  t o  e d u c a t e  t h e m  o n  

t e c h n i c a l  i s s u e s .  

M a k e  a n  e x a m i n a t i o n  p l a n  t o  

s e r v e  a s  a  g u i d e l i n e  f o r  

e x p e c t e d  q u e s t i o n s .
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GUIDELINES 
FOR WRITING

J U S T  T H E  F A C T S
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PROFESSIONAL OPINION
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The law requires that an expert who doesn’t have personal 
knowledge about a system or occurrence must state opinions by 
response to hypothetical questions. 

Unlike an ordinary witness, you are giving evidence as an opinion 
based on professional knowledge and experience.

State ONLY the facts necessary to answer the question.

ANYTHING that you write down as part of your examination is 
subject to discovery from the opposition. 



REPORT STRUCTURE

O R D E R  M AY  VA R Y

▪ Abstract (or summary)

▪ Table of Contents

▪ Body of Report

▪ Conclusion

▪ References

▪ Glossary

▪ Acknowledgements

▪ Appendixes

▪ Each section should be titled

▪ The abstract is a summary, so write it last.
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THINGS TO CONSIDER 

W R I T E  C L E A R LY
▪ Is it easy to read? Think of your 

audience.

▪ Is it organized and relevant?

▪ Is the language simple and direct?

▪ Is it accurate and consistent?

▪ Check grammar, spelling, and 
punctuation.

C O N S I D E R  S T Y L E
▪ Use a natural language style. Talk of 

yourself in the first person.

▪ Avoid vague language and 
generalizations.

▪ Avoid repetition and being overly 
detailed.

▪ Project objectivity.

U S E  S I G N P O S T S
▪ Use sequence language. (i.e. The first 

step was…)

▪ Highlight main points so readers can 
scan quickly.

▪ When evaluating, “The problem with 
this is…” “This means that…”
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USE A NUMBERING SYSTEM

• A  r e p o r t  u s i n g  a  
n u m b e r i n g  s y s t e m  d i v i d e s  
m a t e r i a l  i n t o  s e c t i o n s  a n d  
r e s t a r t s  n u m b e r i n g  w i t h  
e a c h  m a i n  s e c t i o n .  

• W i t h  t h i s  s y s t e m ,  r e a d e r s  
c a n  s c a n  t h e  h e a d i n g s  a n d  
u n d e r s t a n d  h o w  o n e  p a r t  o f  
t h e  r e p o r t  r e l a t e s  t o  t h e  
o t h e r.  
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USE SUPPORTING MATERIAL

• N u m b e r  f i g u r e s  a n d  t a b l e s  
s e q u e n t i a l l y  a s  t h e y  a r e  
i n t r o d u c e d .  ( i . e .  F i g u r e  1 ,  
Ta b l e  1 ,  e t c )

• F i g u r e  c a p t i o n s  s h o u l d  
s u p p l y  d e s c r i p t i v e  
i n f o r m a t i o n  a n d  b e  i n s e r t e d  
a f t e r  t h e  p a r a g r a p h  i n  
w h i c h  i t  i s  i n t r o d u c e d .
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MORE THINGS TO CONSIDER 

F O R M AT  
C O N S I S T E N T LY
▪ How you format is less important 

than being consistent. 

▪ Use the same font throughout.

▪ Use % OR “Percent”, but not both.

I N C LU D E  
C A L C U L AT I O N S
▪ Give the common name for hashing 

algorithms used. (i.e. MD5)

▪ Explain why you chose the hash and 
cite National Software Reference 
Library (NSRL) as an authority. 

P R OV I D E  E R R O R  
A N A LYS I S
▪ A statement of limitations of 

knowledge and uncertainty is 
necessary to protect your credibility.

▪ Be sure to state that there is no 
absolute assurance that a file’s 
timestamp is a reflection of its actual 
creation time. 
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EXPLAIN YOUR RESULTS 
AND CONCLUSIONS

• D e s c r i b e  w h a t  y o u  A C T U A L LY  
f o u n d ,  n o t  w h a t  y o u  H O P E D  t o  
f i n d .  

• I n c l u d e  t h e s e  e x p l a n a t i o n s  a s  
y o u  p r e s e n t  r e s u l t s  i n  a  l o g i c a l  
m a n n e r  u s i n g  h e a d i n g s  a n d  
s u b h e a d i n g s  t o  p r o v i d e  c l a r i t y.  
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PROVIDE REFERENCES

• Yo u  M U S T  c i t e  A L L  m a t e r i a l  
y o u  h a v e  u s e d  a s  s o u r c e s  f o r  
t h e  c o n t e n t  o f  y o u r  w o r k .  

• G i v e  e n o u g h  d e t a i l  s o  t h a t  
s o m e o n e  e l s e  c o u l d  t r a c k  
d o w n  t h e  i n f o r m a t i o n .  

• F o l l o w  a  s t a n d a r d  f o r m a t  
l i k e  A PA  o r  M L A .  
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SOME EXAMPLE 
REPORTS

• Forensic Examination of Digital Evidence: 
A Guide for Law Enforcement (US DoJ)

• https://tinyurl.com/4x42mwz6

• Example of An Expert Witness Digital 
forensics Report

• https://tinyurl.com/sbmh6mde
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https://tinyurl.com/4x42mwz6
https://tinyurl.com/sbmh6mde


GENERATING 
TOOL REPORTS

U S E  T H E  T O O L S !
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SO MANY TOOLS!
• Although forensics software reports what was 
found and where, (aka a “Tool Report”) it is YOUR 
responsibility to explain the significance of the 
evidence and define limitations. 

Example Tool Report Provided by Heather Mahalik

https://tinyurl.com/npbrb3fy
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THANK YOU

J a s o n  W i l k i n s + 1  ( 4 0 4 )  7 6 4 - 0 4 8 0 j a s o n w i l k i n s @ o u t l o o k . c o m

h t t p s : / / t w i t t e r. c o m / T h e J a s o n W i l k i n s

h t t p s : / / w w w. l i n k e d i n . c o m / i n / j a s o n d y w a n e w i l k i n s /


