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Quick 
Introduction



Objectives

▪ To increase IR capabilities in Google Workspace:

▪ Provide better view of log data

▪ Enrich log data for more context



Problem Statement

▪ Over 6 million business subscribed to Google Workspace

▪ No centralized logs, minimal context

▪ Leads to increased response time during intrusion



Custom Tool Development

▪ Custom tool written in Python

▪ Leverages Google Admin SDK API to pull logs

▪ MaxMind GeoLite2 for geolocation

▪ Pandas for data processing



Custom Tool Structure



Output File Structure



Research Methodology

▪ Simulated account takeover in real Google Workspace environment

▪ Run custom tool after performing simulated activity

▪ Perform incident response process to compare usefulness of tool 

output vs. default logging



Simulating Activity

▪ VPN from Hong Kong

▪ Login to admin account w/o 2FA

▪ Perform post-compromise activities

▪ Send emails

▪ Look at/edit files

▪ Change 2FA & recovery settings



Login Audit Logs



Login Audit Logs



Login Audit Logs



Drive Audit Logs



Drive Audit Logs



Drive Audit Logs



User Account Audit Logs



User Account Audit Logs



Admin Audit Logs



Admin Audit Logs



Admin Audit Logs



Consolidated Log View



Findings

▪ Benefits of Custom Tool:

▪ Single pane view of all logs

▪ Geolocation context

▪ No cred sharing required

▪ Common Format



Findings

▪ Downsides of Custom Tool:

▪ Some views are more complicated/cluttered

▪ Requires API set up

▪ Proposed improvements:

▪ Clean up views

▪ Add enrichment

▪ Expand log categories

▪ Contextual Highlighting



Summary

▪ Custom tool added a single pane view and geolocation context

▪ Allows quicker identification of certain malicious activity

▪ Further development needed to increase its value over built in 

logging



Questions?

▪ Check out the code: 

▪ https://github.com/megan201296/gsuite-dfir

https://github.com/megan201296/gsuite-dfir

