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@Wietze

Command Lines
Your wish is my command

• Change the flow of a program based on 

custom input

• Historically the only way for a user to 

interact with their computers, nowadays 

“under the hood”

• Every process has a command-line 

component
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Anatomy of a Command Line
What’s what
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Compatibility
Not all command lines are created equal

• Problem: lack of standardisation

– Option Chars

– Text encoding

– Command-line structure

• Solution: compatibility (?)

• Result: wild west 
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The problem
More is not always better

• “Synonymous Command-Line Arguments”

• Opportunities to bypass 

detection/prevention mechanisms
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• Replace the option char with another one

• Especially *nix-esque tools 

(ping, whoami, netstat, arp, etc.)

• Usually 1 alternative, sometimes more

Type 1: Option Char substitution
Keeping your options open
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• What about Unicode?

✔️ 0x002F : arp /a
✔️ 0x2010 : arp ‐a
✔️ 0x2012 : arp ‒a
✔️ 0x2015 : arp ―a
✔️ 0x2044 : arp ⁄a
✔️ 0x2212 : arp −a
✔️ 0x2215 : arp ∕a
✔️ 0xFF0D : arp －a

Type 1: Option Char substitution
Keeping your options open
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• Replace characters (other than the option char) 

with an ‘equivalent’

• Newer tools are more likely to support this

• Once again, Unicode is our friend

Type 2: Character substitution
There is an impostor among us
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Type 2: Character substitution
There is an impostor among us
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Unicode compatibility
“It’s not a bug, it’s a feature”
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• Insert special characters 

• Some programs ignore complete character ranges

• Often includes both visible and invisible characters

Type 3: Character Insertion
You can never have enough bonus chars
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Type 4: Quote Insertion
A detection engineer’s least favourite quote

• Insert double quotes at arbitrary positions

• Only condition: they have to occur in even numbers

• Most programs seem to be vulnerable to this (!)
Only a couple are not

• Reminder: Not DOSfuscation!
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Type 5: Shorthands
y u no like abbrvs?
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• Abbreviate or otherwise shorten command-line 

argument

• Well-known concept in *nix world

e.g. --ignore vs –i

• Hot take: does having more than one option really 

help user experience? 
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Type 5: Shorthands
y u no like abbrvs?
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How big is the problem?
“It depends”
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Detections
The struggle is real

• Bypasses include:

1. Different option char

2. Shortening the command

3. Arbitrary characters after ‘l’

4. Combinations of the above
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Robust and resilient detections

1. Ensure your rules are defined as 

broadly as they reasonably can be

• But the usual false positive trade-off still 

applies

Example

Instead of looking for 

process name equals ‘certutil.exe’
process command line contains ‘/split’

consider looking for 

process name equals ‘certutil.exe’
process command line contains ‘split’
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Example

Turn

cheࢰaࢯrᴸcࢥuࢯ—

into

-urlcache

Robust and resilient detections

2. Normalise your outputs

• Use data pipeline transformations, e.g.:

– Turn all Unicode into ASCII equivalents

– Remove quotes

– Tokenise

• Run your detection logic over this instead
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Robust and resilient detections

3. Use data analytics to detect the 

obfuscation itself

• Consider looking at:

– Commands with special characters

– ‘Outlier characters’

– Character density
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Robust and resilient detections

4. Don’t rely on process attributes 

alone: detect the actual behaviour

• Instead of looking for a 

process/command, look for the 

file/registry/network events that follow

• Even without command-line obfuscation, 

we know command-lines can be spoofed

Example

Instead of looking for 

process name equals ‘wevtutil.exe’
process command line contains ‘cl’

consider looking for 

event id equals ‘1102’
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Robust and resilient detections

5. You won’t detect 100% of the 

badness 100% of the time

• However: the more you can detect, 

the harder you’re making it for an 

attacker to go completely unnoticed
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