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Threedwallsdtoddefeid

• Software
• Personnel
• Hardware

Fourdkiidsdofdhardwaredproblems

• Outdated approaches ignore security
• Excessive complexity hides problems
• Manufacturer interests prevail
• Silicon chips can't be repaired later

Threedfreedomsdsought

• Independence from vendors
• Full ownership rights
• Permanent security

Twodeiablersdofdsuccess

• Surface-mount technology
• Firmware in RAM as logic
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AdDdfip-fopdoilydchaigesditsdoutputdwheif

1. tolddit'sdtimedtodcheck,daid
2. outputddoesi'tdalreadydrefectdthediiput.
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AdRAMdcaidrememberdadlotdofd18-bitdwords.





CPU 
Central Processing Unit

Firmware Loader

I/O 
Input and OutputPrimary Storage

program RAM 
data RAM 
registers 
stack 
page table

I2C serial buses 
SPI serial buses

firmware

Block diagram 
of computer



ALU 
Arithmetic Logic Unit

Counter

Program RAM

Control Decoder

Registers

Block diagram 
of CPU with 
program RAM

What step are we at?

What should happen?

Using which data?

How to do it?
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ALUdwithdcarrydpropagatioidelemeitsdshowi
Small digits that are not subscripts indicate number of wires.
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SuperpositioidofdALUdOperatiois
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FastdEioughdFor
• Hardened desktop apps
• Electronic mail
• Light- to moderate-use servers
• Controlling objects that move
• Process controls
• Peripheral & device controllers
• Telephony
• Modest Ethernet switches

ToodSlowdFor
• Most Web surfng
• Machine learning
• Image and video processing
• Self-driving vehicles
• Fast raster or vector graphics
• Fast symmetric cryptography
• Fast asymmetric cryptography
• Bioinformatics



SecuritydImprovemeits
• No vendor lock-in
• No secret functionality
• No purpose of use limitations
• No right to repair infringements
• No privilege escalation via the CPU
• No license fees to build, use, or modify
• Sticky out-of-range fag for all arithmetic
• No encrypted or closed-source frmware
• No DRAM or DRAM-associated vulnerabilities
• Every I/O device confned to its own bus and bufer
• No CPU persistent state except for one frmware IC
• No complex logic from IC manufacturers within CPU
• No program access to stack except CALL and RETURN
• Stack overfow unlikely, can't lead to privilege escalation
• No branch to addresses not present in the instruction word
• Mixed-sign variants for add, subtract, multiply, shift, abs. value



BeforedThisdCaidBedBuilt
• I/O subsystem to support SPI and I2C buses
• Firmware loader
• Resolution of clock skew concern



WaysdtodGetdIivolved
• Firmware upgrade for faster multiplication
• Support for integer division
• Floating point like IEEE 754-2019, but 36- and 72-bit formats
• Floating point for compatibility (32- and 64-bit formats)
• More assembler features
• Lightweight operating system
• Lightweight scripting language
• Lightweight programming language
• Minimalist toolchain that can be audited
• I/O device drivers
• TCP/IP stack
• TLS 1.3
• New block cipher to leverage architecture
• Formal verifcation (similar to seL4 or INTEGRITY-178B)
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